CompTIA NNICE

Get the Credentials; Get the Job

CompTIA certifications can support your growing IT career. These exams
align with the accompanying cyber job roles, giving you peace of mind that
your CompTIA credential validates your knowledge and skills for successful

job performance.

Protection and Defense

Defensive Cybersecurity
Security+, CySA+, PenTest+,
SecurityX

Digital Forensics
CySA+

Incident Response
Security+, CySA+, PenTest+,
SecurityX

Infrastructure Support
A+, Network+, Security+, Cloud+,
PenTest+, Server+

Threat Analysis
CySA+

Vulnerability Analysis
Security+, SecurityX, CySA+

CompTlA

Oversight and Governance

Communications Security (COMSEC)
Management

A+, Security+, Cloud+, SecurityX

Cybersecurity Policy and Planning
Security+, SecurityX

Executive Cybersecurity Leadership
SecurityX

Product Support Management
Project+

Secure Project Management
Project+, Security+

Security Control Assessment
Security+, CySA+, PenTest+

Systems Security Management
Network+, Security+, Cloud+, CySA+,
PenTest+, SecurityX, CloudNetX
Technology Portfolio Management
Security+, SecurityX, CloudNetX

Technology Program Auditing
Security+

workforce framework
for cybersecurity

CompTlA
A+

Plus Series

Implementation and Operation

Data Analysis
Data+, DataX

Database Administration
Data+, DataSys+, DataX

Knowledge Management
Data+, Security+

Network Operations

A+, Network+, Security+, Cloud+,
Server+, SecurityX, CloudNetX

Systems Administration
A+, Network+, Security+, Cloud+,
Linux+, Server+, SecurityX

Systems Security Analysis
Security+, Cloud+, Linux+,
CySA+, PenTest+, CloudNetX
Technical Support

A+, Network+, Security+,
Server+, SecurityX

CompTlA

Project+

Plus Series

Network+

CompTlA

Data+

Plus Series

CompTlA

Cloud+

Plus Series

CompTlA

Security+

Plus Series

CompTlA

PenTest+

Plus Series

Design and Development

Cybersecurity Architecture
Cloud+, CloudNetX, SecurityX

Enterprise Architecture
Cloud+, CloudNetX, SecurityX

Secure Systems Development
PenTest+, SecurityX

Software Security Assessment
Security+

Systems Requirements Planning
Security+

Systems Testing and Evaluation
Security+, PenTest+

Technology Research and Development
SecurityX

CompTlA

DataSys+

Plus Series

CompTlA

CloudNetX

Xpert Series

CompTlA
CySA+

Plus Series

CompTlA

SecurityX

Xpert Series

Investigation

Digital Evidence Analysis
PenTest+


https://CompTIA.org

