[\

Security+

N\

CompTIA Security+
Ef\i:,é: I_Et%ﬁ

= f
o eH ED

ERES : SYO0-701

5 AN [T BEN Eo

ity+ SYO-701 SREE MR : AlARHBEEE/N—2 32

CompTIA Security > 50 C TlA
Copyright © 2023 CompTIA ,Inc. EUTEREAALE, OI l .p -



SHERICDULT

CompTIA Security+ sREBKEERIZ. UTOMNBRIAFME AT ZFO>CVWBCZIFALE Y,

s IVA—TFSAXRBOEF AT REEAEFML. B tEFa )TV )a—2a s HRELURET S,
s ISR, ENAI., 1oT BEDNAT VY REBEZEHEEIMMRET S,

c HNFVR, VRO, AVTSATVADRARKRE, ZETBREICRI S —%FRHBLISITERT %,
cEXAUTAARYIRAIVITURDEE. D SRIGERET %0

CompTIA OFREBREERIE. 1T 7O7Ty>aFI/LICRBEINZIF)LEARBICELT. EFI9FOITEXR/N—

MC&BT—0 a3y, BEUERSBEADT T —hOFABRBERICE SV TEESINTLETD,

CompTIARREHMDOERICET RIS —

CompTIA Certifications, LLC &, EHFRIDE=ELL—Z>FH 1t G [TLA2427)1) CIFIRERRIC
B INSHRETIVNRZAVTUVHRE - H#EBE - BREELEFLEA. CompTIA OFREEHERDZERZERIC
ZDESBBMEFRALZEAIE. CompTIA SEEREZSOHRTEICEIVTERRELZIDHEIN. ZORDZER
BEREEFEIETNET, CompTIA Tld. EFFRIHMOERICETRHEBREMNR) S —E2LDKIIBEL TV TS
DEDEHEEDTVET, BEERDREZERINSFIE. CompTIA BREBRREREAR S — & T—H<IETE
W CompTIA DFREERAREZERTZODEBEZIBOZHIICIE. BT CompTIADNEDHZIRTDRIS—%
CHERR<TET W, ZEREICIF. CompTIA ZREREBEZEDHREZETIDIELNKROSNTWVET, BL2OHMH
ARV GBI TTLA24>VT)) ICBRZDESHEREEET BICIE. CompTIA (examsecurity@comptia.org)
FTX—)LICTTHERE<TZ S LN,

AREHE

BIRBSTEIONEBI. INTORBRANBZMWEIZDOTIIHDEEA. COHBESLEIIBHINTLIZERL

BETH. BRHFICEETZRM. 7Ot HEVEERIZS BN HBINZAIREMEDHDEYI, CompTIA
Tl3. REHELTVWSREERABROARICHEELBLINTVBERFIILZRIRT 570, FI-HBREEDOERIERS:
D=, MEHNBHBRAB DR LRBEDOHRET Z1ToTVET, XEBERIGE. REOHELEZRICHRZHNETI5
BENBHDET. COBE. BEOHRICEETZEN - BZMFIZ. BERICCRIAVIIEKIEH FIRETY,

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0 C TlA
Copyright © 2023 CompTIA, Inc. E#fEREZ L, OI l |p -


https://www.comptia.org/testing/testing-policies-procedures/test-policies
https://www.comptia.org/testing/testing-policies-procedures/test-policies/comptia-candidate-agreement
mailto:examsecurity%40comptia.org?subject=

FlERTEER

AERES SY0-701

RS =A 90 [

HEER R BH— /BEOEIR. NT743—IVAR—ITR I

SBRAF 90 7

HRINDERER EXaAUTAICESEZBU T BRBICHITZRIE 2 £

RIDEFZER, BB HRET1)TrORERER. &
SOEF 2T T T BIEE VS

HEROHEER GRS
TRIZ. COFERICEITZHBRDET (FA1Y) CHELRO—ETY,

HER D AL

1.0 TXaVFT AT OBE 12%
2.0 ZR. BEsstE. BRER 22%
3.0 X2 )TAT—FTIF v 18%
4.0 EFXa)FaARL—23Y 28%
5.0 TX2)T 7O LOBEREER 20%
Ha 100%

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0 C Tl
Copyright © 2023 CompTIA, Inc. E#fEREZ L, OI l .p -



YA Ca B OB

10 EFXaUT OVt SRS

B ST FEAZITDEFa)ToaAVMO— L ZEBRBT A TES,

e A7V e OvkO—-ILDFESE
- ATy - FHB
- EER - ks
- EAW - BHB
- YRR - BIEH
- WIEM
- BEN

B EANAtEx1) 7oAVt EBNT R EHTES,

o WEM. T2M. A (CIA) - T=RTL—= - HimEELoTo/O —
« HERBALE =2 NOT S § AR - NZ—Ryk
o EREE. ERWI. FAHIUT1UY (AAA) CHITTIN ] VAT - NZ—FRwhk
- ANDFEE SRS —HEITR - NZ—T7A1I)L
- YRFTLDEREE . YIEMtEXa)Tr - NZ—hk—oY
- EREEETIL - BABRLESTS—
o vy - 7UEZAarbO—-ILH R
- ¥OMSXH INfRER—IL
ayrO=IJILFL—> - JIVRA
”_”5'7’7'47 ID - ETAICKBEER
CBEAI—T0H N - REES
RSB FTIEROvMAO—)L - AEEEE
TR —EEE - HBAF
SRS —IVTY - Y-
O IRIME
"ES
"IAUOK
=P

CompTIA Security+ SYO-701 SBE B K5 © FMERHEEEF/N—23> 5.0 C TlA
Copyright © 2023 CompTIA, Inc. ERfER#EzEIE, Ol l .p o



1.0 | €FaU7ra2EThOBE

B ZEEE/OCROEER LX) TAAOEEEHATZICHTES,

s EXaUFAARL—avICRE o RiTRIEEIE - XE&E1t
ZRIFTEDSRZTOER - AU JEBVRE - BAT7ISLDOEH
- AR IOER - SRS TVBT7ITrET - RU2— | FIEOEH
s SN - AR o« N—U3VER
- RF—URILE— - Y—EXDOBIEEH
- REDW - TTIr—2a>0BiEE
- FRMER - LAY—TFIr—a3y
- NI T INEE - KEFBF
- XVTFF R
- BEEEEE

B BUBES(Y)a—2a v ERUVSEERZHATI LN TS S,

s NRABAVTSANSIFv— (PKID) e V=)L - BEERAZELAN A (CRL)

- R - Trusted Platform Module (TPM) - Online Certificate Status

- T - Hardware Security Module (HSM) Protocol (OCSP)

- ¥F—IXRU0O- - BEEOXTLA - BC2E%

» BBES1L - EXaTHRIVIL—T - H—RN—F1—

- LRIV « EFt - Root of Trust
SINTARY o0 RTHI/IZT1 - FERAZEEREK (CSR) £/
CN—Tai3r o k=71t - DOILRA—R
i P12 0 T—RAIAXVY
TRYa—1 * Nwy2aft
PF—RNR—2 * VILbOER
"La—R s TURILESR
FSYURR—N/ODZaz=5—3> o« BANLYFIY
FEXTHR - JOvoFI—>
SFHR . Ak
i * SEEAE
FILIUX L - FREER
BORS

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0
Copyright © 2023 CompTIA, Inc. E#fEREZ L,

CompTlA



.20 BREL. BeFIlE. BRIR

—MRNBBRTIZ—L

s BRITUZ—
- ER - EXR (Nation-state)
- RALKES
- NIOTqERL
- WEBERL
- HERER9IESE
- SRR—IT
s TAXHOEM
- REB / SVER
- DY—X/&E®
- B [ BEADLANIL

—RN BB RN IY— E BN REEZ

e Xyt—IR—-2
o EX—JL
o ¥a—hXyt—H—EX (SMS)
0 AYVRAVEXyE—2 (IM)
o EENR—X
o T7MILR—X
- BFEBE
o BXDALETRET/NTX
o MESSHVILTT
0 VAT IINR—RIT—JT LR
o HAR—FINTLERWVWIXTLET T
r—ay

HA%Z

o FHA
- F—HRH
- ANA1TA
- H—EXHE
- BB
- RBENRIE
- B18 / BURMIGER
- fRi2
- B
- BEL/ hAR
- HE

s EFXaTTHRVRYNT—F
- JAVLXR
- BiR
- Bluetooth
o A—=FH—ERKR—hk
o T7AILIEREEER
o BFSAFT—>
- YR—=YRY—EXTONA
H— (MSP)
- RUH—
- 7S5 —

CompTIA Security+ SYO-701 Z3E &E§a5% « 5Bk HBEFE/NN—>3> 5.0

Copyright © 2023 CompTIA, Inc. fElTEr ek,

AT BN TE S,

Ea—IoNYXIT [ V=SvIILIOT

AT HZENTE %,

=y VD7)

Ty

Evsy

2Zyovy
SRAVTHA—=23> ]
FTARAVTHR—7Y
BmOFERL
ESRIA—)LEEER (BEC)
TUTH T4 [Pretexting
KER 15

TSR
BARRI DYy T4

CompTlA



B R4 BBEOMSEZHATZ N TES,

o ARL—=TAV TP RTL(0S) R—X

TT)r—ay

- XEDA>DToO 3>

- N\yIrPA—N—T0—

- AR
® Time-of-Check (TOC)
® Time-of-Use (TOU)

- BEEHZEH

Web X—2X
- SQL1>ox o3> (SQLi)

- JARYALRIUT T4 (XSS)

s N\—KUI7T
- IJ7—Lox7
- End of Life
- LAY—
k%81t
- REEY Y (VM) TR —
- DY—-X0OBHHE
s VZURERE
e YA F—>
- H—EXFanNT4—
- N\—=Roz77anNad4—
- VIO 7 7ONAE—

20 | BRE. MEFE. HBIUERER

o BES1t
o BES
e ENAILTNAR
- YrO-7>Y
- JxAILTLTY
- ¥O5T

B 55N FUFICEOVWT BEHBZTITETADIEEZ D
FTBR_ENTETS,

CompTIA Security+ SYO-701 3 E &M EHE ©
Copyright © 2023 CompTIA, Inc. E#fEREZ L,

BRDOIRE

IO T7THE

- ST LT

- FOAMDKRE

- J—L4A

- ANAITT

- JO—koz7

- J1ILRA

- F—0OH—

- OPYIRA
- JL—kFvyhk

YR

- TN —hT74—RIKEE

- 8 IC 24 (RFID) yO—=>4

- IRIEN

FybD—UWE

- DEEY—EXIES (DDoS) K E
e ]
CYTLo ay | kEt

TIAT—7>
7ovZxarkO-IL

- 7otvXX3>rO—JLUX (ACL)
- FFe

FTVr—=3 8 X+

Pt

INYFER

551t

- RX1>%> 5L (DNS) B2
- JAVYLXR
- AN
- EREEIBERU LA
- EEHDI—NR
s TV —a B
- Ao oiay
- NyI77A—N\—70—
- DL 1RE
- BETIXAL—>3>
- TA—=TTRE
- TaLORIRSN—HTIL
- BEWE
- AoV L—RRE
- BERE
- MERWE

s EZARUVY

o E/VER

o 1B DENE

« BELE

o N—RZVIFEE
- B8t
- TVRRAVMREDERE
- RARB T 7147 T4l

S1ER HRBEIE /N —>3> 5.0

o NAT—FKE
- ATL—KE
- TN —hT74—RKE
M ?E*ﬁ
- AU hoOvI T I
- vy ayOREEER
- dyFovyoJovy
- HORFBRVIEE)
- DY—XHE
- DY=ZANDT I ARH]
- Ao eANnEOJRER
- R/ XEL
- ITAFBEOOY

ICAVWLNZERFEDENZFHIATZENTES,

- RAMBBABFLES X T L (HIPS)

- R—b/7ORJILOEML

- FTIAIRNZRT—ROEE

- RERYINITITDTAVAN—=)L

CompTlA



fffffffffff 30 F2UFT—EFOF v

B &4t 7570 FrEFILOF 1) T EEEIE L R

FBHBEDNTET S,

o T—XTUVFVEAVITZANZUFvD - —lbeIE—Eit
ayt7k - A7t
- UZUR - 1R%EML

" BEIRIYIR - loT

S NAT )y RIFEEBEIA - EERFIESXTLUCS)/

O H—RN—=FT =R — Supervisory Control And Data
Infrastructure as code (laC) Acquisition (SCADA)
H—N—LX - DPWNBRALARL—FT4 TR
NA7O0—ER T (RTOS)

XYNT—=TA VTSRS OFv - HAAHTRT L

° HIERI PR RE - BE A%

e S s RSEE

CHmETIAT—3Y - A%

TR IITEERRYE - LIV

7—% (SDN) - &R
FUTLER - B

ATr—=ZEUTr
EROBZ S
2%
EROBHT
FFARTRER/ N FDiE
N FERARF

d>Ea—+k

B 525N UAICEDIVWT, EXa)ToREIEERL. %
AV ITSANS T2 RET DD TES,

AYITZANSIFvDIRFIEH - R—bEFaU7r

FNAADEE °802.1X
TFarTay—> CYLEREREE O R OJL (EAP)
WL nTAETEL - DFATIOF—=IDRATS

B2 ST "Web 7 SUr—3> 7747 O4—
WEE—R JL (WAF)
"I AINAF T CHREBHERE (UTM)
"7l oO0—X R T AT UF—IL (NGFW)
FNAREM LAYV —4/ LAYV —7
CTOTa4TEINYST e YXaFARIAZa=r—23> | T7UEX
CAVTAEBRYT | EZE— - REBTSAR—=bRyT—2 (VPN)
FYRND—=ITFSATVR - UE—FT7UER
0SS —N— - byRUVY
" aOF I —N— RSV RR—RLAV—tFal)
CEBABLESZTL (PS)/ BARRE T (TLS)

XTI (IDS) v E—yc ORI EFa)
fO—RNZH— T+ (IPSec)
" tr—

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0
Copyright © 2023 CompTIA, Inc. EMEREHEZLE,

- VINIITEETARIVF *
whkJ—2 (SD-WAN)
- Secure Access Secure Edge
(SASE)
o MEMNAIVFO—ILDER

CompTlA



_\\

— 2 {RE

T—2DTEE

- R R

EEWE
FIB9R4
EBER
FT51EER

BENECIE

. F—55E
-
-

EFxa)FAT

INT )y

DA TR Z LB IR T2

- EBSVHS

- TSAR—k
- BB

o F—RICET R —RNARIRETEIE

T—HADIREE
“T%ﬁEF'(DT =4
CELER DT —&
“ERFOT—4

- F—HEHE

- UFras—o3y

CEDTES,
- EAAM - Fo/09—
- O—RNSOVTeoZRAI T - AVITZANTUFY
o A MIBETIRFEE o TR
- Rybk - MEES
- d—JLK - JxAILA—=/\—
- UA—L - YZalb—v3ar
- HIBRIER - MiF4LIE
o TSWhIA—LDZHKIL o N7V
o IIFIUVZIRSATLA - FIUANAFTHAE
o ARL— 3> DHEE: - SEE
s XYNITATZIZY - BE1t
- A - AFwFiavhk

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0
Copyright © 2023 CompTIA, Inc. E#fEREZ L,

50 | bEAITAT—EFIFY

ENTES,

s T—HREDHE
- HIERIHIRR
- BBt
- N\w2afe
- XREFVY
- b=UFr1E—>3>
e
- wIOAT—=a>
- A OHIR

—XFOFvICBITBRALSUIVZAYEIHOEE Y %5HAT 3

- 1815

- LA —2a>

- Dv—=FUYT

- VxRl —4

- EEEERESB (UPS)

CompTlA



fffffffffff 4.0 EFal)T714ARL—237Y

B 525n S FUFICEDVT. —BAREF2UTFEEEIVEa—T
SOV —RICERT R EHTES,

e LXaATR—-ZFT1> e TAVLATINAR s JAVLRAEF)TAHRE

- FESL - AVAL=ILICE Y B3R5 EIE - Wi-Fi Protected Access 3

- EBH O A =R (WPA3)

- MERF "e—bkwvS - AAA/Remote Authentication
e N—R=Z>IDE—=Fwk s ENAIY)a—ay Dial-in User Service (RADIUS)

- ENAILTINAR - ENAITNAREE (MDM) - BESiOral

- J—URF—=3> - BRETIL - BRErokall

- RAYF S FNARIFEAA (BYOD) s FTV—=avtxal)T+

- JL—F— °{E¥FRE. EAFER (COPE) - AJIEEE

- DSYRAVISANS UF v % 7N\ RFER (CYOD) - EXa7EM (Secure Cookies)

- H—N— - B - BMO—ROW

- ICS/SCADA ST —REE (LTE) - O—RE4

- HAAHTRT L ° Wi-Fi s HURRYIRE

- RTOS ° Bluetooth s EZAUVY

- loTFNAXR

& BYAN—RUIT VIRIIT. BLUT 2Ty MEEOEFa )T
BIERIEZHAT LN TE 3,

- W8/ FEFOER o BEE [ BELE
e BIDYT /| FHOYTAVT - BZaAE—-23>
- A—F—vF - MR
- D48 - B=ETE
s EZAVUVY | 7Y NEER - TR
- AIRIRY
- HiEE

CompTIA Security+ SYO-701 Z3E &E§a5% « 5Bk HBEFE/NN—>3> 5.0

Copyright © 2023 CompTIA, Inc. fElTEr ek, CompTlA



- JERHE
- fEEEMERF v
- PV r—=avtFallTy
° BRBVRRT

° BV ET
CINYT—=CEZRYVY

- BEI1—NR
CF =TI =RA T TVR
(OSINT)

"BE [/ Y—RN—F0—
"B AR
- E7ivk W)
- RERRL—23>F7 A
- EEHZLETOISLA
SINTNDUTTATT L
- VRAFL | TOEROES

HTE%,

e AVEa—TAYTIV—RD
EZRUVY
- VAT LA
- 7= 3ay
- AVISANTIFY
s 7UT1ETA
- OJ%N
- 75—k
- Axvy
- LR—b

* D

4.0

=3
Bty

P IF—=IIARIST1T
CIF—IARXAT1T
- BIRIEML
- HEMRFSEMEROTIVIORT A
(CVSS)
- HEHESIME 21— (CVE)
- BHFRE
- RIEZH
- ER /AR E
- URUHRE
V%ﬁAoﬁﬁtEE
- I\ FIEH
- {RB&

- EFaUTREHBILFIE (SCAP)
- RUFR—7
- I—Pxoh/IT—Yx2RLR
- Security Information and
Event Management (SIEM)

| Exal)FqaRL—>3>

B REMEBICEEYT RABTITIETAEHRBATZLHTES,

- BIATF—2g3Y
- fERMOY RO
- IS EBRA
o RIEDREE
- BRX*¥vy
- BT
- 1REE
o LR—Fk

B X2 )T«7S5—hEEZZIIIDOAETREY—ILZEHAT 5L

- VUFIAILR

- FT—48K5LE (DLP)

- Simple Network Management
Protocol (SNMP) k5w

- NetFlow

- BEMEREvF—

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0
Copyright © 2023 CompTIA, Inc. EMEREHEZLE,

CompTlA



40 | EFaToARL—23Y
/M

M 55N FUFCEIVT IV E—F 5 AEERBEEL T+ 2T

ZiRtTBHEHTES,
o JP1 74—l
- L=l
- 7RV
- R—k/Z7OR3L
- AP)=B Ty
* IDS/IPS
- &M
- Ef
* Web 71)L32—
- I—UxVkR—X
- —xl7aOE>
- Universal Resource Locator
(URL) XRFv>
- dA>FoYohATd)—1t
- 7OvoiL—IL
- B

£z
@2 cas.

e A—H—=T7huvbOFOE 3=>S )
F7OE =>4y
o DD H TR EEIE
s FATUTATATIN=T1>7
e JxTL—33Yv
o VUL F (SSO)
- Lightweight Directory Access
Protocol (LDAP)
- 2-_7’/:% DIE (OAUth)
- Security Assertions Markup
Language (SAML)
- HEERAN
s VTART—3v
s 7UtvZXarkO-IL
- 5&H!
- £

CompTIA Security+ SYO-701 3 E &M EHE ©
Copyright © 2023 CompTIA, Inc. E#fEREZ L,

S1ER HRBEIE /N —>3> 5.0

FRL=TAYIORATLDEF 2T« T7MILRERE=SIIT

- GI—FRIS— e DLP

- SELinux e XYyRD—=OTFOEZXAVE
tXaFAIOLIILDRE O—JL (NAC)

- 7ORILDZER o IVRRAVFTOREH XIS (EDR)/
- R—FDER HLaRAR H E R IG (XDR)

- FSYRR—LDEE o A—H—1TEHOH

DNS 712025

EFA—-ILDtEFa)T+

- Domain-based Message
Authentication Reporting and
Conformance (DMARC)

- DomainKeys Identified
Mail (DKIM)

- Sender Policy Framework (SPF)

- F—bUzA

SN FIAICEDVWT, ID ET7IEROEBZEHELOHIF T

- A—J)LRX—=X o NXT—FOa> Tk
- JL=ILR—=X - WNAT—=RORIN TS IFT4R
- BHER—X "RT
- Time of day/ BsE&EHIRR CEMT
- EVERR "HBHA
° %E%wuu Dﬁ;‘bﬁﬂl‘ﬁ
- RBE i EHAE
DEEMSDILD - /\OXU I‘?* \\/\'\"_
CN—R/VIREREEN—T Y - NRXT—KLZX
"tXxal)Tox— . FHETUVEAEEY—IL
- B - Dy AR VZA LR
? Something you know - NXT—=R7AR—=I)Lk
® Something you have - —BRFRV A EREE IR TR

" Something you are
“Somewhere you are

CompT A



40 | EFaToARL—23Y
/M

TXaTHBARL—IaVICEAETIEE LA —T AL —2a> D
EEMZIHBTEI_ECHNTES,

. EEHBZ:Z?U?H-«zﬁ@:L—Z’T—Z

1—¥—-oroeya=>y

- Dy—xzo7oera=>y

- AA—RL—JL

- XTI

- FryMERL

- IXAL—23>

- B—ERETIEROBMIL | Ek

- SN TIL—2a e TRAR

- 8 ¥ Application Programming
Interface (API)

& &
- 7O€X
- %fig
- RA
- O
- HUAD
- 1Rif
- 1818
- #aEl

PBAI TN ARV RTOT1ET1%

o« BRENYTAY
o FIURINTALIYSYY
- ERENER—ILR

o XlJwhk o FOMDIREIEIE
- ZhEY / BREREETHY - B
- R—=RS51VDEKE - &R
- BENRAVITZANTITFvIER - B—[EEH (SPOF)
- EX 2T RIRIREINER - EfiiRas
- REBOTESE - MR AR YR — b D AT RE
- BRI
- BEhoEE
SR AN TET S,
o FL—Z> - EEMLOD:ESH
s 7Rk - E
- MEES - LR—
- YZalb—3aYy - R’E
« RAFERDHF - E- 71 XANY

B 55N FUFITEDIVWT T—2Y—R2FERALTGAEZ Y R—

TBHEWTES,

e OJFT—4
- TrAT7I4—)L0OY
- 7rUr—=o3>009
- TVRFrIIOY
- OSEBOtEFaUTOY
- IDS/IPS O%'
- rybhT—o04
- XBATF—4A

* T—RY=Z
- HRSSMERF v
- BEfSnicLR—
- AyaR—R
- NTybhFYT Ty

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0

Copyright © 2023 CompTIA, Inc. ERfER#EzEIE,

CompTlA



=

eeeeeeeeeee 5.0 tX1UT TOYSLDEIR L B

B) SIRMNAB X aVToANF U RAOEREZHBPT N TES,

s HARSTY - YNt a)To s BRI JCHET
« RUS— - BS1t s ANFURBEDEAT
- MK (AUP) * FlE - RS
- BHRtEF2VTRYS— - REEE - Z8R
- EXEHE - AVR=TA2Y | ATR=T427 - BUATHERE
- KEER - TLA7vy - —7ThY [ FE—TThY
- AVITURLRRUZR * NERDIRFTEIR o SATLET—RICEATRO-ILEERE
- VINIITRREIATTA - R - A==
2J)L (SDLC) - EH - Jd>bA—2—
- XEEE - KR - 7Oty —
. 1RE - IRt / i RS - ARSTATY | RF2T—FR
- XZRD—R - ERRE

- 7oexavbO-IL R FRIE

B VROBEBTOCLIXDEREHETELHTES,

- UROKTE « UROBRE < YRS
« UZRITHERAAVE - BERURIIGE « ESRRFEBESI

- FRERYY - YRGF—F— - B{Z1EIREER (RTO)

- EHA - JRILEME - BZfEIREE S (RPO)

- DVBAL « URUBR - IR (MTTR)

- HkigEmy « URGTREAT - T9HEERIRE (MTBF)
« URTSHR - JRARH

- ENERY - {R<FHY

- EEN - iy

- B85 FH (SLE) - RBIRHBE

- FERHEL T (ALE) - B

- FRFEE (ARO) - B8

- B ° B4\

- TR ° Fils%

- BHEK - B

- BB - &

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0 C TlA
Copyright © 2023 CompTIA, Inc. E#fEREZ L, Ol l |p



B —RN—F1—DURY

TBHENTES,

o RUA—=THEIAAVL

- RRML—23207 B

- BEEIERIA

- NEREEE DIEHL

- JHIT ST

- BFSAF—2nh
o« RUA—DEIR

- Ta—Ta4UTJIVR

- MEER

e AVTSATVALER—
- B
- 88
e AVTSATVRERDIER
- FIEIEE
- BEEE
- SIEVADEE
- A DEE

* PTAT—3v
* 8B
- AVTSATUZR
- BEEERER
- BILTTEIAVE
* SMEB
- #RH

- EEE

- #¥E
- BB HIC &SR

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0

Copyright © 2023 CompTIA, Inc. EMEREHEZLE,

50 | EFaVr«7OJSLDEREE

S ) RV EEICEET 5 T O R B

- BEEDRAT .
- Y—ERLANILEEZ (SLA) .
- BBREZE (MOA) .
- THREZE (MOU)

- YRA—H—EXZHE (MSA)

- EE$8R (WO)/ 1EX£BEHE (SOW)
- MERFRRFERNE (NDA)

- EDRZN—FF—EE (BPA)

RUA—DER
o=k
1TEHMRE (ROE)

MROBEF2AVTAAVTSATVADBREFHATHEN TSI S,

e AVTISATVRER - T—AER
- TaA—TAVIIVR | TT - dyvbO—Z—r 7Oty —
- SEFHCEIE - A==
- REREHER - FT=EDAURUN) LR
- BEit - SNSNh 3R
o TIAN—
- ARG
IR / IS ERAR
° ERIBRE
O AIRE

BERESSUFHEDO X1 T EHRZHAT SN TE S,

e REFL=230F7 AR

- YRR

- Aoz T

- T4V

- e

- BERDERIE

- EROHICERENDIRIE

- RHORE

- ER
AV
TIOT17

CompTlA



THEHTES,

o« Tawiy
- FeoR—Y
- Ty I DB DERHE
- WEINIEDLWLWXyE—D
ADXFIE
s EEREATETDRH
- URF—
- FHEL &L
- BERBTRL
e A—HY—DHIREIL—Z=2F
- RIS— | N\RTvY
- RITERE

50 | EFaVr«7OJSLDEREE

- AV E—DBE
INZAT—REHE
- UL=NINATATETINAR
- =Y IOZTIY
- ¥ EotxalTa
- NTMTVYR | DE—NEFKEERIE
- WRELEWH
- #IER
- EHRY
. R
o 1T

CompTIA Security+ SYO-701 3R E &+&5E% © sERHE&EE/\—>3> 5.0

Copyright © 2023 CompTIA, Inc. E#fEREZ L,

B 5ioNnfioFUFCEDVWT, EXaT«ERALDTSIT1r %R

CompTlA



CompTIA Security+ SYO-701B&EE1) X |~

TE2IE CompTIA Security+ SYO-701 B CER INBEED—ETY, SFENA
SEBEFIOISLO—BY LT, UAMEEZ L. HIHOFBIZBH T IV,

= FHimEREA 53 FHERER
AAA Authentication, Authorization, and CHAP Challenge Handshake Authentication
Accounting Protocol
ACL Access Control List CIA Confidentiality, Integrity, Availability
AES Advanced Encryption Standard ClO Chief Information Officer
AES-256  Advanced Encryption Standards 256-bit CIRT Computer Incident Response Team
AH Authentication Header CMS Content Management System
Al Artificial Intelligence COOP Continuity of Operation Planning
AlS Automated Indicator Sharing COPE Corporate Owned, Personally Enabled
ALE Annualized Loss Expectancy CcpP Contingency Planning
AP Access Point CRC Cyclical Redundancy Check
API Application Programming Interface CRL Certificate Revocation List
APT Advanced Persistent Threat CSO Chief Security Officer
ARO Annualized Rate of Occurrence CSP Cloud Service Provider
ARP Address Resolution Protocol CSR Certificate Signing Request
ASLR Address Space Layout Randomization CSRF Cross-site Request Forgery
ATT&CK Adversarial Tactics, Techniques, and CSuU Channel Service Unit
Common Knowledge CT™M Counter Mode
AUP Acceptable Use Policy CTO Chief Technology Officer
AV Antivirus CVE Common Vulnerability Enumeration
BASH Bourne Again Shell CVSS Common Vulnerability Scoring System
BCP Business Continuity Planning CYOD Choose Your Own Device
BGP Border Gateway Protocol DAC Discretionary Access Control
BIA Business Impact Analysis DBA Database Administrator
BIOS Basic Input/Output System DDoS Distributed Denial of Service
BPA Business Partners Agreement DEP Data Execution Prevention
BPDU Bridge Protocol Data Unit DES Digital Encryption Standard
BYOD Bring Your Own Device DHCP Dynamic Host Configuration Protocol
CA Certificate Authority DHE Diffie-Hellman Ephemeral
CAPTCHA Completely Automated Public Turing Test to DKIM DomainKeys Identified Mail
Tell Computers and Humans Apart DLL Dynamic Link Library
CAR Corrective Action Report DLP Data Loss Prevention
CASB Cloud Access Security Broker DMARC Domain Message Authentication Reporting
CBC Cipher Block Chaining and Conformance
CCMP Counter Mode/CBC-MAC Protocol DNAT Destination Network Address Translation
CCTV Closed-circuit Television DNS Domain Name System
CERT Computer Emergency Response Team DoS Denial of Service
CFB Cipher Feedback DPO Data Privacy Officer
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ES
DRP
DSA
DSL
EAP
ECB
ECC
ECDHE
ECDSA
EDR
EFS
ERP
ESN
ESP
FACL
FDE
FIM
FPGA
FRR
FTP
FTPS
GCM
GDPR
GPG
GPO
GPS
GPU
GRE
HA
HDD
HIDS
HIPS
HMAC
HOTP
HSM
HTML
HTTP
HTTPS
HVAC
laaS
laC
IAM
ICMP
ICS
IDEA
IDF
IdP
IDS

FHimEREA

Disaster Recovery Plan

Digital Signature Algorithm

Digital Subscriber Line

Extensible Authentication Protocol
Electronic Code Book

Elliptic Curve Cryptography

Elliptic Curve Diffie-Hellman Ephemeral
Elliptic Curve Digital Signature Algorithm
Endpoint Detection and Response
Encrypted File System

Enterprise Resource Planning
Electronic Serial Number

Encapsulated Security Payload

File System Access Control List

Full Disk Encryption

File Integrity Management

Field Programmable Gate Array

False Rejection Rate

File Transfer Protocol

Secured File Transfer Protocol

Galois Counter Mode

General Data Protection Regulation
Gnu Privacy Guard

Group Policy Object

Global Positioning System

Graphics Processing Unit

Generic Routing Encapsulation

High Availability

Hard Disk Drive

Host-based Intrusion Detection System
Host-based Intrusion Prevention System
Hashed Message Authentication Code
HMAC-based One-time Password
Hardware Security Module

Hypertext Markup Language
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Heating, Ventilation Air Conditioning
Infrastructure as a Service
Infrastructure as Code

Identity and Access Management
Internet Control Message Protocol
Industrial Control Systems
International Data Encryption Algorithm
Intermediate Distribution Frame
|dentity Provider

Intrusion Detection System
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IEEE

IKE
IM
IMAP
loC
loT
1P
IPS
IPSec
IR
IRC
IRP
ISO
ISP
ISSO
v
KDC
KEK
L2TP
LAN
LDAP
LEAP

MaaS
MAC
MAC
MAC
MAN
MBR
MD5
MDF
MDM
MFA
MFD
MFP
ML
MMS
MOA
MOU
MPLS
MSA
MSCHAP

MSP

MSSP
MTBF
MTTF

FHEREA

Institute of Electrical and Electronics
Engineers

Internet Key Exchange

Instant Messaging

Internet Message Access Protocol
Indicators of Compromise

Internet of Things

Internet Protocol

Intrusion Prevention System
Internet Protocol Security

Incident Response

Internet Relay Chat

Incident Response Plan

International Standards Organization
Internet Service Provider
Information Systems Security Officer
Initialization Vector

Key Distribution Center

Key Encryption Key

Layer 2 Tunneling Protocol

Local Area Network

Lightweight Directory Access Protocol
Lightweight Extensible Authentication
Protocol

Monitoring as a Service

Mandatory Access Control

Media Access Control

Message Authentication Code
Metropolitan Area Network

Master Boot Record

Message Digest 5

Main Distribution Frame

Mobile Device Management
Multifactor Authentication
Multifunction Device

Multifunction Printer

Machine Learning

Multimedia Message Service
Memorandum of Agreement
Memorandum of Understanding
Multi-protocol Label Switching
Master Service Agreement

Microsoft Challenge Handshake
Authentication Protocol

Managed Service Provider

Managed Security Service Provider
Mean Time Between Failures

Mean Time to Failure
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MTTR
MTU
NAC
NAT
NDA
NFC
NGFW
NIDS
NIPS
NIST
NTFS
NTLM
NTP
OAUTH
OCSP
OID
oS
OSINT
OSPF
oT
OTA
OVAL
P12
P2P
PaaS
PAC
PAM
PAM
PAP
PAT
PBKDF2
PBX
PCAP
PCI DSS

PDU
PEAP

PED
PEM
PFS
PGP
PHI
PIl
PIV
PKCS

FHimEREA

Mean Time To Recover

Maximum Transmission Unit

Network Access Control

Network Address Translation
Non-disclosure Agreement

Near Field Communication
Next-generation Firewall

Network-based Intrusion Detection System
Network-based Intrusion Prevention System
National Institute of Standards & Technology
New Technology File System

New Technology LAN Manager

Network Time Protocol

Open Authorization

Online Certificate Status Protocol

Object Identifier

Operating System

Open-source Intelligence

Open Shortest Path First

Operational Technology

Over the Air

Open Vulnerability Assessment Language
PKCS #12

Peer to Peer

Platform as a Service

Proxy Auto Configuration

Privileged Access Management
Pluggable Authentication Modules
Password Authentication Protocol

Port Address Translation
Password-based Key Derivation Function 2
Private Branch Exchange

Packet Capture

Payment Card Industry Data Security
Standard

Power Distribution Unit

Protected Extensible Authentication
Protocol

Personal Electronic Device

Privacy Enhanced Mail

Perfect Forward Secrecy

Pretty Good Privacy

Personal Health Information

Personally Identifiable Information
Personal Identity Verification

Public Key Cryptography Standards
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G
PKI
POP
POTS
PPP
PPTP
PSK
PTZ
PUP
RA
RA
RACE

RAD
RADIUS
RAID
RAS
RAT
RBAC
RBAC
RC4
RDP
RFID
RIPEMD

ROI
RPO
RSA
RTBH
RTO
RTOS
RTP
S/MIME

SaaS
SAE
SAML
SAN
SAN
SASE
SCADA
SCAP
SCEP
SD-WAN
SDK
SDLC
SDLM

FHEREA

Public Key Infrastructure

Post Office Protocol

Plain Old Telephone Service
Point-to-Point Protocol

Point-to-Point Tunneling Protocol
Pre-shared Key

Pan-tilt-zoom

Potentially Unwanted Program
Recovery Agent

Registration Authority

Research and Development in Advanced
Communications Technologies in Europe
Rapid Application Development
Remote Authentication Dial-in User Service
Redundant Array of Inexpensive Disks
Remote Access Server

Remote Access Trojan

Role-based Access Control

Rule-based Access Control

Rivest Cipher version 4

Remote Desktop Protocol

Radio Frequency ldentifier

RACE Integrity Primitives Evaluation
Message Digest

Return on Investment

Recovery Point Objective

Rivest, Shamir, & Adleman

Remotely Triggered Black Hole
Recovery Time Objective

Real-time Operating System

Real-time Transport Protocol
Secure/Multipurpose Internet Mail
Extensions

Software as a Service

Simultaneous Authentication of Equals
Security Assertions Markup Language
Storage Area Network

Subject Alternative Name

Secure Access Service Edge
Supervisory Control and Data Acquisition
Security Content Automation Protocol
Simple Certificate Enrollment Protocol
Software-defined Wide Area Network
Software Development Kit

Software Development Lifecycle
Software Development Lifecycle
Methodology
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SDN
SE Linux
SED
SEH
SFTP
SHA
SHTTP
SIEM
SIM
SLA
SLE
SMS
SMTP
SMTPS
SNMP
SOAP
SOAR

SoC
SOC
SOW
SPF
SPIM
SQL
SQLi
SRTP
SSD
SSH
SSL
SSO
STIX
SWG
TACACS+

TAXII
TCP/IP
TGT
TKIP

TLS
TOC

FHmEREA

Software-defined Networking
Security-enhanced Linux
Self-encrypting Drives

Structured Exception Handler
Secured File Transfer Protocol
Secure Hashing Algorithm

Secure Hypertext Transfer Protocol

Security Information and Event Management

Subscriber Identity Module
Service-level Agreement

Single Loss Expectancy

Short Message Service

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol Secure
Simple Network Management Protocol
Simple Object Access Protocol
Security Orchestration, Automation,
Response

System on Chip

Security Operations Center

Statement of Work

Sender Policy Framework

Spam over Internet Messaging
Structured Query Language

SQL Injection

Secure Real-Time Protocol

Solid State Drive

Secure Shell

Secure Sockets Layer

Single Sign-on

Structured Threat Information eXchange
Secure Web Gateway

Terminal Access Controller Access Control
System

Trusted Automated eXchange of Indicator
Information

Transmission Control Protocol/Internet
Protocol

Ticket Granting Ticket

Temporal Key Integrity Protocol
Transport Layer Security
Time-of-check
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TOTP
TOU
TPM
TTP
TSIG
UAT
UAV
UDP
UEFI
UEM
UPS
URI
URL
usB
USB OTG
UTM
UTP
VBA
VDE
VDI
VLAN
VLSM
VM
VolP
VPC
VPN
VTC
WAF
WAP
WEP
WIDS
WIPS
WO
WPA
WPS
WTLS
XDR
XML
XOR
XSRF
XSS

FHHmERER

Time-based One-time Password
Time-of-use

Trusted Platform Module

Tactics, Techniques, and Procedures
Transaction Signature

User Acceptance Testing
Unmanned Aerial Vehicle

User Datagram Protocol

Unified Extensible Firmware Interface
Unified Endpoint Management
Uninterruptable Power Supply
Uniform Resource Identifier
Universal Resource Locator
Universal Serial Bus

USB On The Go

Unified Threat Management
Unshielded Twisted Pair

Visual Basic

Virtual Desktop Environment
Virtual Desktop Infrastructure
Virtual Local Area Network
Variable Length Subnet Masking
Virtual Machine

Voice over IP

Virtual Private Cloud

Virtual Private Network

Video Teleconferencing

Web Application Firewall

Wireless Access Point

Wired Equivalent Privacy

Wireless Intrusion Detection System
Wireless Intrusion Prevention System
Work Order

Wi-Fi Protected Access

Wi-Fi Protected Setup

Wireless TLS

Extended Detection and Response
Extensible Markup Language
Exclusive Or

Cross-site Request Forgery
Cross-site Scripting
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