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* msaddanldifiasnsaias (SSO)
- Lightweight Directory Access
Protocol (LDAP)
- Open authorization (OAuth)
- Security Assertion Markup
Language (SAML)
* msvhauszuineiula
* msigay
* msauANMsidnte
RG]

- psdAnsaiyeeddivesieys

- pwunumud
- mung
- ANADIANILY
- aanmadnteniugasiaan
- ldwannisWansbideaign
S U .
nsasaadaudnas luuuvaeilada
Y
- mialdau
© Biometrics
B Aunmaseu@nsuuyldglnsaluuufaia

0 AeBnanulaansit

e

2N

£
8 dsiinunsru (Something you know)
o sl (Something you have)
8 dsiignuiiu (Something you are)
8 awiifigued (SOmewhere you are)
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nshnmuanuanysaradlis

DLP

nsaupunsiinaaasatng (NAC)
NFATINADULATADLAUDY Endpoint/mmm
ﬂamm:muﬁumuum‘?uga (XDR)

a ¢ a 3
ﬂ’]‘i’}tﬂ‘i’]zﬁ“ﬂﬂﬂn‘ii‘ué’l’ﬂ

LUIAAURITHRNIY

s emdadd

- LLuwmﬂgumwqumLﬁlmﬁmﬁmhu
B prneng
0 pyaeiudan
9 msthanlddn
B nsuuneny
O ang
- FRRANNIIVANIY
- mslddasldsianinu
nsaANITMaENIemNANEng ldau
- Em“ﬁ(mgnpmmuﬁﬁmmmm
- sruuspLRusaniu

- deyadgszunuuudansna (Ephemeral)

CompTlA



4.0 | nssdiumsinmaanulaensie

d 25LneANdATyTesszuLdnTuTRuaznnaia orchestration lunissnanudasssds

* nstimsldanuszuusnluiRuazansls

nednassfld

NIARATINTNENT

Guard rails

nguNMssNEANLaansit

msade ticket

nsenseaUANS
nadavisellaniadnlfeunaznisdita®nng

namagausaitiasnuszuy CI/CD

msld API

szTaiad

Use@nsnwalszudinna
e o e
Jeauldidunnmsguneaniuls

. PR
nsivualassaiiugunduinsg
Usunneszunldacnalaanda
AR E NI
navaundlammif

NTAANATNNTOBINIINGT

m ABUNENANIINNNIADLAUBIFABINANNTOTUNZAN

m Iunastoyanmunzaniveaivayunisnsmaaauusdazaniuniand

nTsuUIUNIg

MsATENNIS

N19MIVAEL

eERIESE

nsandmsiea (Containment)
msindn (Eradication)

nsfAu

NNI0AALNEEU

o @
° UBHI[DN

fanlWsead

AanuaiwaLadu

fAoniausnaLs

- . o .
danAulaenianiarzasssulfiifnas
dan IPS/IDS

P

fanAzatng

D)

UBHALNA

ol

nsinausu

nsnAdal

nstinfeuunuuulfy

N1991889

a 3 a v a
n19LATITUA LAANILLNAGY

NSATINMAEANANLTIEN

unsataya

nsaunutesing
N398R UA A TR
uATUBTA

NIANALUNALTR
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* dapisRarsndy o

AHgUFRY

N

Single point of failure
vimanafia

Auanansnlumssiuanuetinasiaiiie

¢ HRIN AN

mdaliiivdeyaienisandivei
Wunenafi-denenundngiu

v 4.
naldfundenangiu
N3N
mssnmannwangu (Preservation)
msdununsdiinnseding (E-discovery)
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m agilesAisznauaasnisiiiuguasuanlaande sz dndnan

LU

e wlaune

Wannenslauiieensuls (AUP)
ulainamssnenansasasiaaedays
paeiifamagaia
nﬁiﬁuﬂ@iﬁ@uﬁqﬁﬂﬁu’ﬁ
nIsMRLAWeABIMAND]
aasmsimngenfiag (SDLC)

nsdansnsiasunlas

® WIRTTIU
a3

INANIY

o =
NITAMLANNITIINDN

- neinEIANLaeASENINIENIN
- nndnavia

dumau

- nssansnswaeuudas

- miﬁﬁlﬂummﬁm”uL%ﬁLL@:Lﬁ@éuﬂ;mﬂmWWﬁmm
- wwsuiewnnnan! (Playbook)
danlsRaIsnnmauan

- dafuun

- Mg

- QREIUNTIN

- esiwgine

- szaulsin

- A4

2 a 6 o ‘ﬂl
¥ as1naevAlsenatlunisaAn1IANNIALN

* meszANNLEes

* msisziiunnades

annzAa (Ad hoc)
fnduin (Recurring)
afudes (One time)
saiiies (Continuous)

* msAATEiANULAES

AN

[GAETlaN!
Aanugaiefienaisiuniaian (SLE)
Aanugadeiienadisausied (ALE)
fmansiamanianisel (ARO)
Auaziilu

Tamafiazifin

tastiignidawe (EXposure factor)

NAaNIenuy

msv‘hm;ﬁﬂu'iffagammtﬁm
- "n;mmﬂﬁmnwﬁmziﬂﬁm
- fiudrespnuidns
- mmwi’mwmﬁngmm
AnaAnefinueansuls
AR ETindlagansy
- wy Expansionary
- uwu Conservative
- wwu Neutral
nmmé'nwé'mmsmqmém
- dhaleu
- ANl
2 maazdu (Exemption)
2 msanidu (Exception)
- vEndn

- UITW
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nsAnmNLazunla
Uszinnlassadramstiinugua

- AZNTINNNILAMNS

- AMZNIINNNT

- mdheuiging

- wuusangueluuyisangue
UNLMLAzANNFURATaud NS IsTILLAZTaYS
- des

S G

- duszanann

- dunmsevdaua

N9FBNUANAULEES

NM5AATIZWRANSENLNIIESAA

- wadAuszuuieenitld (RTO)

- Bnadeyagumelunanivenivld (RPO)
4or TS

- svaznaeduRuAdeaaulfuldiudazasa

(MTTR)

. .
- szeznaneasneunn@evnaudiazaie (MTBF)
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* msdssifiugliuing
- NINAABLIANTITUL
- defmumieaiuavslunisnsagey
- wdngiunImmasaumely
- nsdssidingasy
- msAnzviviaeldgniu
* msdangliuims
- nsaeumunnsgsia (Due diligence)

o -
- anudaugdanianatlszTemd

* isziandannas

dannassziunisiinng (SLA)
siuiindannas (MOA)
Tuiinasudala (MOU)
dannassuuuunislvivinng (MSA)
fdenarnau (WO)duadluns
e (SOW)
dannasnsliidamedeya (NDA)

dannasindanisflugAnnegsia (BPA)

m agesAlsznavaesnisdurnuderinuadiuacudaendenitlss@ngnan

* sraumsiiann
- nnale
- nnauen
* mafimuanannslalfinanu
- Anliu
- unasiny
4o
- Audenesedeides
-
- negeyieluaynm

- HANITNUNATYRYN

* msEiamunsdHiinnin

msasumuniegsia (Due diligence/care)
nsigaiazn1siunsy
meluuaznieuen

PN

o anuilugausa

dssiAunengunng
B fesmwnina
B gzaurlszing

B ana

m B9LN8LINNUATAALTEAIATBINTIMIIRABLUAZNNTL TN

e

* nsigau
* melu
- maliEnnu
- ANENIINNIAIINADL
- msdssiiivaules
* pauan
- danmua
- NN9AIAADY
- nsdssiu

- maasadevdastlnaypnafiann
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nEAMN

agn

warTaari

WULYINTT

LLUUﬁWiWUﬂ@H@iKUU%@MNﬂ

Lmuﬁ:wmwﬁ@gmwummw

wuvitlainaudeyasziy

maaanszion (Reconnaissance)
B Uiy

B uuuidagn

Faqusrasrnisaennesiu 5.0

* msasIRsaulliLEg
* uwuusauIw
* ngnsisne (rules of engagement)

L
- Waesdeys
. .
- drauauuazdilssunana
.
- anuiludnaes
- L
- msdadivuasimaideudeya

- @&dlumsgnan
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* #a%« (Phishing) * msliduusiuaznsinausue b *  NSIIENULAENITARAIN
- uAny - ulunergie - maduliu
- msaszuinfieAnNnene N NaT - nefufaniunienl - (fniuin
- msmeusueasrsteA g Hesadl - famnenafifintuanyaeaneluesdng * e
* msmszuinitanginssuiaing - dnnsavinn * msAndunsg
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- dnwaesenlunisyieunuylaide/uuuszaying
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manisandasas COMPTIA Security+ SY0-701
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A

£
o

memisielyiResnudeisnglufesey CompTIA Security+ SY0-701 daifasaaunammunumanisiaun

uwazAnm AN lunistiReuneaiusnweteiuafszy linedunsssanauniandmiunisaasetnnrauAgy

AnEa

AAA

ACL
AES

AES-256
AH

Al

AIS

ALE

AP
API
APT
ARO

ARP

ASLR

ATT&CK

AUP
AV
BASH
BCP
BGP
BIA
BIOS
BPA
BPDU
BYOD
CA
CAPTCHA

CAR

Anan

Authentication, Authorization,

and Accounting

Access Control List annsaugunisdniie
Advanced Encryption Standard
(mmjmmwiﬂiﬁwﬂ"uga)

Advanced Encryption Standards 256-bit
Authentication Header

Artificial Intelligence

Automated Indicator Sharing
Annualized Loss Expectancy
(ﬁ'ﬁmng‘mL?vﬁmmﬁm%uﬁi@ﬂ)

Access Point

Application Programming Interface
Advanced Persistent Threat (fuanasuuunsdiuge)
Annualized Rate of Occurrence
(ﬁMEﬁnﬁiLﬁmLuanwsﬂiﬁ@ﬂ)

Address Resolution Protocol
(Tﬂﬁm@@nﬂiﬁﬂ@ﬂ?ﬁl‘ﬂumiﬁumﬁag’mmm‘am’)
Address Space Layout Randomization
(nwzﬁuﬁwmmﬁuﬁﬁm)

Adversarial Tactics, Techniques, and
Common Knowledge (uwanvlesusnnnsuazdmmansmy]
mmﬂaﬂ.m’mmim LAZNITUIUNNG)

Acceptable Use Policy lanensidauiiaessuld)
Antivirus

Bourne Again Shell

Business Continuity Planning

Border Gateway Protocol

Business Impact Analysis

Basic Input/Output System

Business Partnership Agreement

Bridge Protocol Data Unit

Bring Your Own Device @hgidnsnfzesqninies)
Certificate Authority (lususesaidnnsefing
Completely Automated Public Turing Test
to Tell Computers and Humans Apart
Corrective Action Report
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ANgia

CASB

CBC
CCMP
ccrv
CERT
CFB
CHAP

CIA
CIO
CIRT
CMS
coorp
COPE

CcP
CRC
CRL
Cso
csp
CSR
CSRF
csu
CT™
CTO
CVE
CVSS

CYoD

DAC

DBA
DDoS

DEP

ANLAN

Cloud Access Security Broker (lsansassasauuas
UIMNI9ANNIRNTANUAMNL AR AL LIUTZLILARNQA)

Cipher Block Chaining
Counter-Mode/CBC-MAC Protocol
Closed-Circuit Television

Computer Emergency Response Team
Cipher Feedback
Challenge-Handshake

Authentication Protocol
Confidentiality, Integrity, Availability
Chief Information Officer

Computer Incident Response Team
Content Management System
Continuity of Operations Planning
Corporate Owned, Personally Enabled
(msﬁu“iﬁwLﬂuﬁwquﬂmmﬁﬁ:Lwn@‘ﬁﬂ‘lﬁwﬁmmlﬁﬁan‘l‘ﬁ)
Contingency Planning

Cyclic Redundancy Check

Certificate Revocation List

Chief Security Officer

Cloud Service Provider ({lsinsszuunaias
Certificate Signing Request (Faeadialuiises)
Cross-site Request Forgery

Channel Service Unit

Counter Mode

Chief Technology Officer

Common Vulnerability Enumeration
Common Vulnerability Scoring System
(sruunnsdasndugasiniialil)

Choose Your Own Device
(MsliwinauigunsaldausionyinenulaedsEndugionum)
Discretionary Access Control
(mimuqummﬁﬁqLLuuﬁﬁ"ﬂuim)

Database Administrator

Distributed Denial of Service
(mstaufilnedfasnislivsnig)

Data Execution Prevention

(metfaariunisanitiunisdeys)
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AnEa
DES
DHCP

DHE
DKIM
DLL
DLP
DMARC

DNAT
DNS

DoS
DPO
DRP
DSA
DSL
EAP
ECB
ECC
ECDHE
ECDSA
EDR

EFS
ERP
ESN
ESP
FACL
FDE
FIM
FPGA
FRR
FTP
FTPS
GCM
GDPR

GPG
GPO
GPS
GPU
GRE
HA
HDD
HIDS

Anan

Digital Encryption Standard

Dynamic Host Configuration Protocol
(WsTnneadldlunissansfisadadnluifuazmsdanisgaunans)
Diffie-Hellman Ephemeral

DomainKeys Identified Mail

Dynamic Link Library

Data Loss Prevention (msiesiudeyagamne (DLP))
Domain Message Authentication Reporting
and Conformance

Destination Network Address Translation
Domain Name System (i:uuﬁiﬁdwi"uu?mﬁmmi%y‘@
mm%‘ﬂmmumu)

Denial of Service

Data Privacy Officer

Disaster Recovery Plan (LLmunniﬁuﬂdgsﬁ@uﬁaﬁﬂ“uﬁ
Digital Signature Algorithm anesguaneuiaria)
Digital Subscriber Line

Extensible Authentication Protocol
Electronic Code Book

Elliptic Curve Cryptography

Elliptic Curve Diffie-Hellman Ephemeral
Elliptic Curve Digital Signature Algorithm
Endpoint Detection and Response
(nMamsaaduuaznsneusuedsiadaanawlmuesliuiszun ENd point)
Encrypted File System

Enterprise Resource Planning

Electronic Serial Number

Encapsulated Security Payload

File System Access Control List

Full Disk Encryption

File Integrity Management

Field Programmable Gate Array

False Rejection Rate

File Transfer Protocol @stnaaanistaudnelng)
Secured File Transfer Protocol

Galois Counter Mode

General Data Protection Regulation
(ﬂginﬁﬂudﬁs-i”qﬂmwi’um‘m%gmqumm%iﬂ)

Gnu Privacy Guard

Group Policy Object

Global Positioning System

Graphics Processing Unit

Generic Routing Encapsulation

High Availability

Hard Disk Drive

Host-based Intrusion Detection System

(3xUURIIRAUNTYNINULLBIRNTEAH)
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Angia

HIPS

HMAC
HOTP
HSM

HTML
HTTP

HTTPS

HVAC
laasS
IaC
IAM
ICMP

ICS
IDEA
IDF
IdP
IDS
IEEE

IKE
IM
IMAP

IoC
IoT
IP
IPS
IPSec

IR

IRC
IRP
ISO

ISP
ISSO
v
KDC
KEK
L2TP
LAN

ANLAN

Host-based Intrusion Prevention System
(szuutasiunisyngnuuudaniulaas)

Hashed Message Authentication Code
HMAC-based One-time Password
Hardware Security Module
(lugannudasaiaaesansnueg)

Hypertext Markup Language

Hypertext Transfer Protocol
(IsTnpeanisanaleudeniuvanaiis)

Hypertext Transfer Protocol Secure
(simpeanisaneleudaninunateNsetnelaansie)
Heating, Ventilation Air Conditioning
Infrastructure as a Service
Infrastructure as Code (anaiaitugiuiusia)
Identity and Access Management
Internet Control Message Protocol
(inwsidaruasAnLWBUNesiin)

Industrial Control Systems

International Data Encryption Algorithm
Intermediate Distribution Frame
Identity Provider

Intrusion Detection System (szuumsaadunisynin)
Institute of Electrical and Electronics
Engineers

Internet Key Exchange

Instant Messaging

Internet Message Access Protocol
(nouasdnfedeanunBumesiiln)

Indicators of Compromise

Internet of Things (Bumedifinrasasmaq)
Internet Protocol (Ustnreadumesiin)
Intrusion Prevention System (szuunsaageunisyngn)
Internet Protocol Security (msinuauiaeniases
lUsTnmaadumnasiin)

Incident Response

Internet Relay Chat

Incident Response Plan

International Standards Organization
(asAnsszninalszmadndaanisunsgn)

Internet Service Provider (linsaumesiin
Information Systems Security Officer
Initialization Vector

Key Distribution Center

Key Encryption Key

Layer 2 Tunneling Protocol

Local Area Network (esednsensi)
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AnEa

LDAP

LEAP

MaaS
MAC

MAC
MAC
MAN
MBR
MD5
MDF
MDM

MFA

MFD
MFP

ML
MMS
MOA
MOU
MPLS
MSA
MSCHAP

MSP
MSSP
MTBF
MTTF
MTTR
MTU
NAC
NAT
NDA
NFC
NGFW
NIDS
NIPS
NIST
NTFS
NTLM
NTP
OAUTH
OCsP
OID

ANLAN

Lightweight Directory Access Protocol
(‘[ﬂﬂmmmﬂumiﬁumLL@:L%ﬁﬁﬂgaﬂ“ﬁ@ﬁ@uLanm‘m‘m 7 lotating
sansasmaszulasnnes)

Lightweight Extensible Authentication
Protocol

Monitoring as a Service (mslisnsnsadew)
Mandatory Access Control
(mm'zuqumiﬁﬂﬁumuﬁqﬁu)

Media Access Control

Message Authentication Code
Metropolitan Area Network

Master Boot Record

Message Digest 5 (msdnsianuuuamdni 5)

Main Distribution Frame

Mobile Device Management @evsiuasdnvsiiins
Annn? uazaruAugnaninieluassing

Multifactor Authentication

(nstiususanulng lduaneade)

Multifunction Device

Multifunction Printer

Machine Learning

Multimedia Message Service
Memorandum of Agreement hinfennas)
Memorandum of Understanding iuiinanuinle)
Multi-protocol Label Switching

Master Service Agreement (@yynsliizniman)
Microsoft Challenge Handshake
Authentication Protocol

Managed Service Provider

Managed Security Service Provider

Mean Time Between Failures

Mean Time to Failure

Mean Time to Recover

Maximum Transmission Unit

Network Access Control (msmuaunmsidnfaasatng)
Network Address Translation
Non-disclosure Agreement (Feanashidawmedaya)
Near Field Communication (nsdeanslaneszesing)
Next-generation Firewall

Network-based Intrusion Detection System
Network-based Intrusion Prevention System

National Institute of Standards & Technology

New Technology File System
New Technology LAN Manager
Network Time Protocol

Open Authorization

Online Certificate Status Protocol
Object Identifier
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ANgia

(O
OSINT
OSPF
oT

OTA
OVAL
P12
P2P
PaaS
PAC
PAM
PAM
PAP

PAT
PBKDF2
PBX
PCAP
PCI DSS

PDU
PEAP

PED
PEM
PFS
PGP
PHI
PII

PIV
PKCS
PKI

POP
POTS
PPP
PPTP
PSK
PTZ
PUP
RA
RA
RACE

RAD
RADIUS

A

Operating System (szuuifjiffinng)
Open-source Intelligence

Open Shortest Path First

Operational Technology

Over the Air

Open Vulnerability Assessment Language
PKCS #12

Peer to Peer

Platform as a Service

Proxy Auto Configuration

Privileged Access Management
Pluggable Authentication Modules
Password Authentication Protocol
Port Address Translation
Password-based Key Derivation Function 2
Private Branch Exchange

Packet Capture (nmssuuiinifin)

Payment Card Industry Data Security
Standard

Power Distribution Unit

Protected Extensible Authentication
Protocol

Personal Electronic Device

Privacy Enhanced Mail

Perfect Forward Secrecy

Pretty Good Privacy

Personal Health Information
Personally Identifiable Information

Personal Identity Verification

Public Key Cryptography Standards
Public Key Infrastructure
(natulaBssuusiauuunmyuasnssne)

Post Office Protocol

Plain Old Telephone Service
Point-to-Point Protocol

Point-to-Point Tunneling Protocol
Pre-shared Key

Pan-tilt-zoom

Potentially Unwanted Program

Recovery Agent

Registration Authority (Fmhisuamzen)
Research and Development in Advanced
Communications Technologies in Europe
(mﬁﬁ?ﬂLmsﬁmmﬁwummiuiﬂﬁnﬁiﬁﬂmﬁi%uqaluﬂiiﬂ)

Rapid Application Development

Remote Authentication Dial-in User Service

(insEnsidensaiieigaiiaasezasinaluiiniszesdld)
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Anga
RAID
RAS

RAT
RBAC
RBAC
RC4
RDP
RFID
RIPEMD

ROI
RPO

RSA
RTBH
RTO
RTOS

RTP
S/MIME

SaasS
SAE
SAML

SAN
SAN
SASE
SCADA

SCAP

SCEP
SD-WAN

SDK
SDLC
SDLM

SDN

SE Linux
SED

SEH
SFTP
SHA
SHTTP
SIEM

SIM
SLA
SLE

AN

Redundant Array of Inexpensive Disks
Remote Access Server

Remote Access Trojan

Role-based Access Control

Rule-based Access Control

Rivest Cipher version 4

Remote Desktop Protocol (istnreawarfiieszazing)
Radio Frequency Identifier

RACE Integrity Primitives Evaluation
Message Digest

Return on Investment (aneuwnuainnisasy)
Recovery Point Objective
(sztznanguaaiiexlsidayaidemeld)

Rivest, Shamir, & Adleman

Remotely Triggered Black Hole
Recovery Time Objective

Real-time Operating System
(szruudfuRnasuunGeslnad

Real-time Transport Protocol
Secure/Multipurpose Internet Mail
Extensions

Software as a Service

Simultaneous Authentication of Equals
Security Assertions Markup Language
(mmmi’nﬁﬂLﬁ@iuﬁummﬁmmﬁﬂ)

Storage Area Network qeiesnaiuiidaiiu)
Subject Alternative Name (Fadnsaseaduisnsd
Secure Access Service Edge
Supervisory Control and Data Acquisition
(MsmaupumiLguaLaziiudesys)

Security Content Automation Protocol
(‘[wﬂmmé”nmmmﬂa@mﬁmﬁamﬁm‘mﬁﬁ)

Simple Certificate Enrollment Protocol
Software-defined Wide Area Network
(m"@@“ﬂww“mmn%ﬁaﬁﬁmumimm@ﬂm’mﬂ

Software Development Kit

Software Development Lifecycle
Software Development Lifecycle
Methodology

Software-defined Networking
Security-enhanced Linux
Self-encrypting Drives

Structured Exception Handler

Secured File Transfer Protocol

Secure Hashing Algorithm (saneunsuasiilaandt)
Secure Hypertext Transfer Protocol

Security Information and Event Management

(M3dnnisteyasuaulasnibuaznisdnnismenisnl)
Subscriber Identity Module
Service-level Agreement

Single Loss Expectancy

‘ ..
(Aanugrydsfianaiiatuaiaiea)
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Aneia
SMS
SMTP
SMTPS
SNMP
SOAP

SOAR

SoC
SOC

sow
SPF

SPIM
SQL
SQLi
SRTP
SSD
SSH

SSL

SSO
STIX
SWG
TACACS+

TAXII

TCP/IP

TGT
TKIP
TLS

TOC
TOTP
TOU
TPM
TTP
TSIG
UAT
UAV
uDP
UEFI

UEM

UPS
URI
URL
usB

ALGN

Short Message Service

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol Secure
Simple Network Management Protocol
Simple Object Access Protocol
(‘Eﬂi‘immmLﬁﬁﬁqﬁ@umnmﬁuﬁﬂu)

Security Orchestration, Automation,
Response

System on Chip zunuiil)

Security Operations Center
(AulFRnadsrrnuunslanndtssnmelulafiansaumea)
Statement of Work

Sender Policy Framework
(ABnsmsraaaLBLAaaINgEIEI)

Spam over Internet Messaging
Structured Query Language

SQL Injection

Secure Real-Time Protocol

Solid State Drive

Secure Shell (’[ﬂﬂmmdwi"uLm"i@ﬁhaﬂ@uﬁmm’ﬁﬂmLmum
e lndndsludirenfianedintesan)

Secure Sockets Layer (udaniinlagnsi)
Single Sign-on (asdeRgaimuiaspiadon)
Structured Threat Information eXchange
Secure Web Gateway

Terminal Access Controller Access
Control System

Trusted Automated eXchange

of Indicator Information

Transmission Control Protocol/
Internet Protocol

Ticket Granting Ticket

Temporal Key Integrity Protocol
Transport Layer Security
(Wslnneapnutlaeniafidnsviadiug)
Time-of-check

Time-based One-time Password
Time-of-use

Trusted Platform Module (TN@@LLW@mWafuﬁﬁﬂﬁﬂiﬁ)
Tactics, Techniques, and Procedures
Transaction Signature

User Acceptance Testing

Unmanned Aerial Vehicle

User Datagram Protocol (Wstnaeammunsuaesld)
Unified Extensible Firmware Interface
(dawsierlsranuiifuaineng [y

Unified Endpoint Management
(ixi_ﬁ_lﬂ’]i'{@ﬂ’\?WTUNQi‘*‘/‘l‘i'mﬂ')’mﬁ'ﬂdﬂ’ﬁ“ll@dﬂ\iﬁrﬂi)
Uninterruptable Power Supply
Uniform Resource Identifier

Universal Resource Locator

Universal Serial Bus (szuwgead)
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USBOTG  USB On the Go WAP Wireless Access Point

U™ Unified Threat Management WEP Wired Equivalent Privacy
(nafanasaaneiniasalueiaciiien) WIDS Wireless Intrusion Detection System

uTpP Unshielded Twisted Pair (szuumsadunisyngnuulfans)

VBA Visual Basic WIPS Wireless Intrusion Prevention System

VDE Virtual Desktop Environment (szuntfasifuntsyngnuun1iane)

VDI Virtual Desktop Infrastructure WO Work Order
(‘[ﬂia@%ﬁqﬁuﬁﬁuém@m@uﬁqLm@‘ﬂzﬁﬁ@u) WPA Wi-Fi Protected Access

VLAN Virtual Local Area Network WPS Wi-Fi Protected Setup
(msugnnsidenseirietneaenfiomedidugou N WTLS Wireless TLS

VLSM Variable Length Subnet Masking XDR Extended Detection and Response

VM Virtual Machine XML Extensible Markup Language

VoIP Voice over IP (nansnatluunaenele)

VPC Virtual Private Cloud (pansgausiaaiiow) XOR Exclusive Or

VPN Virtual Private Network XSRF Cross-site Request Forgery

VTC Video Teleconferencing XSS Cross-site Scripting

WAF Web Application Firewall (liseaguetndindunmi)
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* Liudn * Windows OS

* uffied * Linux OS

o Fuidfines » Kali Linux

o lWfead * ganmuwIfNsuLANLAR

* Bunes * ganFllmAgaLNITANTIZ UL

L oLk o daaflansinnzildauuundiuazioylauniin
« IDS * etedleaunugestus

« IPS * fdnanaeiadng

* gunsainszanedynyinliany * TAnsaeting

* hesruuEiien o eeadieutlaldn

* szuLRNA * SIEM

o mndhidumediin * iuiinnisiinst (Keylogger)
o @flnes DNS o gavliies MDM

* qunsnfIOT * VPN

o Infuanfaung e 13ms DHCP

o il e 13ms DNS

asauasiITas fu 9

* NICs o madidnmiefensTILAANS
* unaeinelyl * ghetaenatsunugiiieTedng

* GBICs * fhatinsdan

* SFPs

o gdndilazinniifinisdanig
* gunsainszanedynyialians

* UPS

\Aiaciie

o damnesidtyann Wi-Fi
* Fauntliriedng

o dawmni NetFlow
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