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- Aamatia
- funieennig
Y .
- funsdFinng

- Hunnanw

Usziannisatunn
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- Tu@mmwﬂ@i’uﬁﬁaﬁ@ (TPM)

- Tugasnmenulaensaaniaues (HSM)
- sruunnesAnsAd

- Secure enclave

mailnduau (Obfuscation)

0 nssmsstieys (Steganography)
o Tokenization

o manilnfeya (Data masking)
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* AzanAn * usedla

- swduani (Nation-state) - msuaniedieya

- Hlawdilaiivinee - NIANINeTH

- wnnefinndenlia (Hacktivist) - msmgaTringeaing

- ﬁ’ﬁﬂﬂﬂ'}“ﬁLﬁﬂf‘lﬁ'}ﬂuﬁﬂﬂﬂﬂﬂ‘lumﬁﬂi - uuAnwa

- AUIUNNIRLIYINTIH - uadselaminianisiu

- Shadow IT - Arwidemaimgvnsiies
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* lddanmanilunan * ipdadnaiilidaanie * yana/AAInssuEedIAn
O Awa - uuulans - #a3s (Phishing)
0 1Bnsterndu (SMS) - uuuflane - g3 (Vishing)
O faarulinauuuuiui (IM) - Bluetooth - anrds (SmMishing)
o sumwilunan o wadnfidlaliims - mslifeyaiiindaiieuieya
o lwddlunan o siatuidusulunsldou - mdeeusiuu
* mislnsaaendes * vinaldgunmu - mislidewmnanistasfifaenisiaentwagsia (BEC)
* ginsaiimiteanls - {liBnnsfunisdans (MSP) - nmswuinauun Pretexting
* gaWAwasiisidasing - Hawmde - nshawuuy Watering hole
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* ualwalatu
- Memory injection
- nsbsdsdeyaiurenaiiivue
(Buffer overflow)
- Race conditions
@ Time-of-check (TOC)
@ Time-of-use (TOU)
- Slanfiudune
* dasluivuszuudjimnng

o dasluivwiulad

- Structured Query Language

injection (SQLi)
- nsdearsUsidinuduled (XSS)
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- Wlinuef
- wdniueawgan1ssmie (EOL)
- uARAuTFun
T
astaalsigdu
- mmmaunil Virtual machine (VM)
- Resource reuse
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- flisng
vas = P
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- luEnnssensuad
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o Taufinnedauas
- wsuduued
- edu
- @5
- alhewef
- Tuanuni (Bloatware)
- a%a
- dmfuinnsiud (Keylogger)
- Logic bomb
- gnAn
* nislansivieamanin
- mayngninenss
- nlaau RFID
- msliusslamianndauanden
* nslandiAsatng
- naufwsnslivimsuuy DDOS
= Amplified
@ Reflected
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L
* msAuANMsIdnGa
- semsaauunadinds (ACL)
- mIayA
* semsualndinduiilasuaynyin
¢ msuan (Isolation)
* mshnnaunnd

* msiinsvia

- nslaudiuszuuiasuun (DNS)

- wunliane

- nagnunsnuasslaeéflinded (ONn-path)

- Credential replay

- Wemidusunme

mslanfduualwaiadu

- Injection

- magnsdddayaiiuaeLianiiiun
(Buffer overflow)

- Replay

- msunswdudnis (Privilege escalation)

- Forgery

- nadntedulaennes (Directory
traversal)

mslanfidnswaay

- ngaatdinga

- ey

- Birthday attack

MsAsIAdaL
mslansliieengavinmiululs

C e ey .
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- 'nSreaduunlasafiua
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- Side loading

- Jailbreaking
dadludrasranAuaifiginnnaanausdslaifuny

(Zero-day)

nslanfsvariu

- mslanfvanaiydfaasiaiuiaudnld
(Spraying)

= msynaninenss

fyaaunisinnslans (1OC)

- msdeminy@ild (Account Lockout)

- mslivaemadunaniu
I

- lewigniaiu

- madunendluldldla (Impossible travel)

- msliminens

- msldawnsadnfieninenns

- msfuiindenilinssnininanad

e
- wWauwnsudydniniufinieanans

i
- dayadengyune

- sznflesiunsynsnuuulaadiua (HIPS)
- mstaldeunein/lilsinaes
- msuldaussianinuiifuen Fus

- msaugenAwsldeadi
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* LurAaneanilnanssuuazinseasie - saufdaneluesng (On-premises)
- Aaan - wuusnAuduSaudauiulismugud
0 nousianuiuiinTey - masulureumuues (Containerization)
0 fapasansnnuuulaiBananag - waftaalhindu
o gl Amsilifuyanaiian - loT
- miﬁwumim‘m%qﬁhﬁmmmiﬁm (1aC) - syuumuanegaamnssy (1CS)mseaunuiniu
- @lnediaa quanaziiudiays (SCADA)
- lulpsgesia - sruudfiRnnsuuuiealnd (RTOS)
- ’"me%mﬁ?ugmmmm‘émha - smuudlein (Embedded systems)
B n1sdnuuniianIenIn - annunden g
o madiudasine (Air gap) * dapisiiansan
B msuiidauidaaanan - Annunsen 1

B szuuiasedneinivualnagensdiag (SDN) - ponumusensasuulas

fffffffff - 3.0 antlnenssunisinunaninilasasia

- funu

- ITAUABLANSY

- Anu@nsalunNsIN AN
- pudrelunsing

- msteleunnuidn

- amadelumsijau

- AnuWieNTaILNNT

- msllaunsounndli

- waaulih

- inenslszanang

a ihndnnisinmanndassdelffineinmaiudaendaeeddasainanugwluesinsluusiazaniunimi
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* dapsiansumulasaaineiugiu B gnsainsyansivan

- meegunend B g
o . . . -
- Tauiilaande - neinEANLaeniuUeINe iR

2 802.1X

o flslnpeanistiugusmuuuy EAP

oo
- wunidlenalaulass
4
- madeusie
- dsznvlWiiead
B Wireadiiuueadnaind (WAF)
B msdanisioanauuuniiaegia (UTM)
5 Wseaduuny Nextgen

0 aiees 4rawes 7

- Tamsinnuileduman
o @adleduman
o Fpileduman
- sunylunnsvinewaesginenl

o= A e s o
LINFNINELNLLENTY

o dulalieuiuundmeiimed * madausemsidiieiilsansa
- guUnanliAsedng - redredauiaaiion (VPN)

8 Jump server - nsdndesrasing

O @nainsend - Tunneling

2 syuuilesiunisynin (IPS)szuunsady

msyngn (IDS)

o Transport Layer Security (TLS)
o Internet protocol security
(IPSec)
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- agnelinsraunugua
- ANNALMNNITAT
- viwdAunnatlyan
- dayananguang
- dayanisldu
sy T -
- fayanemlilneuysduazawlllflnganed
. .
* msdwundsziandaya
o
- azBundeu
- dupnudy

= AN

a WReumguAMNLaNsNTesnagns unistntlesdiasya

danasiansanialldudaya
- annurdieyn
B fayaiiuuugunenl
o %mémw'mmamﬁ'aﬁw (Data in transit)

0 feyanagszuinenslion (Data in use)

- edUlnefudieys

- WianagRAans

3.0 | aoilmenssunissnnanulaense al

Aglumsinmanulaanisdaya
- dasdndannaniiaans

- msdingvia

- nsuaT

- nstlatia

- maniiAn

- manIiduan

- NuLNgIu

- MIRindnseIn

asUNEANNANATYIDIANNNUAaN T ABu asuaznsfiAuluanniTnenssunisin ANLlaeasit

* anundanldaugs
- manszanaimasuBauifiauiunisinedained
* daprsRarsaifaaiusaiuit
- Hot
- Cold
- Warm
- manszaremnagRengnd
° AnuuAMUAETRIUNARNATN
* szuudARARNIG
o amusaiiinsaisAnineu
* msnaunuanung (Capacity)
- yARINg
- alulad

- Tseasneiugnu

mMenaday
a s .
- nsindenunuuulie
- Fail over
- N9IAaes
- nslsTanaNALLLATWNU
.
nsdsasiaya
- luanui/uananiui
4
- AN
P
- madingia
- auuldan
2ot
- nsfjAu
- msindrdaya

- nadseddeyauuu Journaling
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. mmﬁﬂu’lum?o{aﬁwzuu (Baseline) o gunsailiane o mamsAnsinenanulaandassunliane
SR FARERTEY N - Hamsiansandunising - Wi-Fi Protected Access 3
- mathanasgululd B msdrsaaaniud (WPA3)
- medfudgenmsgu O wufiennateu (Heat map) - AAA/Remote Authentication
* @unsilasiulvainsed o Tagdudmiulnmng Dial-In User Service (RADIUS)
- gunsnindeud - mﬁmmaqﬂnmim?iﬂuﬁ(MDM) - TlsInAeanisdinsia
- Gfnawdu - guuunsldan - TWstaneamsmmageudns
- e 5 mslinineuiigunsaldausianniaaniies ¢ msSnAnulaanngrasualwalatu
- el (BYOD) - NInsIAFeLAUNA
- ‘[mm”imﬁ?sgﬂuiwmmmﬁ 8 nsimihuinresgUnsalfiazuananginine - pniiaends
- @inef 1hiaenlds (COPE) - msnziliaed (Static)
- ICS/SCADA B msliimineuirgnsaldouianninaulngssd - maduiniulin
- szunilin (Embedded systems) fufiun (CYOD) * msviwdusatand
- RTOS - Fenadensie * MsmsIAday
- gunsilOT B wuniagand
= Wi-Fi
@ Bluetooth

v

a & Y o o = o 6 o % % g g k4
m afungsziiufnuantlaands lunsaan sauninegisaniauag aansuos HASURH R

* nszuaUMSAAM/ARTe * msmannymsianldau
n .
® MENALNNNY/NTAYIR - mafnedeys
P o4 g
- anuflwinaes - mainanedeivieya
- medndszian - lufuses
* AsIRERU/AnMNAUNIW - nafininendeya

- oo
- nzbauRUNIwe

- NTICLUANIAY
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m aFUNEAANITNEN | MiNeadesiunisdnnisdesivg

* A8nnsszy - MNINTIRNADUITZUL/NIZLIUNNT - sziude
- nsaunutasing ° MsAAsIzi - MeuLNgau
- msfnmanndasadtreuednaindu - nstiudu - MEIANLANULLTALTE
O nsAse Al ALLLEUARN o uauuu false positive - deanuuaziioaziiu
(static analysis) ® wauuu false negative * MsmsIRRaLANgNFaIIBInIsuila
8 msapsedlAnuulawniin - NIdRANELANNENATY - aunidna
(dynamic analysis) - stuunnssasdutedtnival (CVSS) - mma Audit
O m3sfemwnna - Common Vulnerability - MImusey
- wihflasuanann Enumeration (CVE) ® nMssIENU
8 gnansasuuulamiugeia (OSINT) - msnuuniszinmdaslnd
2 angfléiAnnsnnauen - iadaiignilae (Exposure factor)
o mﬁ'niﬁlf‘qul,mqﬂu‘ﬁw@ - s muanden
2 psnidu (dark web) - NANTIVILABYAANUNITH/BNANS
- MIMAEOLIANEITLL - Anudeeisuls
- Tasamsfdlalimdestudlun@nsios * mspauAUaLLAzNSLA ludadlnd
o fasenns Bug bounty - mefndaunnd

m ARLNENITLANAAUANNNLAATE F9NTIUIAALALLATANNA TUNNTRARIN

* AamuNINEINTAMUNTLSzNIREA - msmsaseuMsReLANeaznsutlulelEsuns - Tdsunsuilasrilaia
- squu Wkaiau - szuflesiunsgmeesdiess (DLP)
- uelwdledu 0 prsdniaLEnn - milﬁdlﬁ@uﬁ"é?JT‘UTT[ﬂﬂ@ﬂﬁ?&jﬂuﬁﬁﬂ?ﬂmﬁhmﬂﬂ?ﬂ
- Tasesifiug ® msdiuusiinisuiaision i1s (SNMP)
® fanssu ° \prnaiia - NetFlow
- nemutiuiinden - itesdlesnmanulaensesalui (SCAP) - itesileaunudesing
- miaukaiieu - mr;wm'mmgmﬁ‘?ﬁ,ﬁaulunzjuqmmunim
- ngauny (Benchmarks)
- ey - wwuileuiuunila e nus
- mafunner (Archiving) - medannsegauazmanisainaulaensiy (SIEM)
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* Wiraad
- ng
_
SRS EL I REL AhN]
- wein/llslnnea
- dudiafiiunisdansas
* szuumsiadumsyngn/szuvilasiunmsyngn
- Apmeianuuua i
- mmadusu Signature
. -
® FAINTRILIU
s -
- wuulfiaaud
- wWianFuuusonAud
- maaunu Universal Resource
Locator (URL)
- madamaanuyilam
- ngnisuden

o o <
- neesmuTaldes i lad

msatianssuul fiianis

- Group Policy

- SELinux

msldldsinrasadnsilaanse

- madenlilislnnea

- nsdennein

- FEnadeans

nsnsas DNS

ANNlaanfEaIBluae

- Domain-based Message
Authentication Reporting
and Conformance (DMARC)

- DomainKeys Identified
Mail (DKIM)

- wlsndinuleunedds (SPF)

- el

NM999sEULRATAUANIIAAN ey amInU Uk anWNNT0l

* ApAsIAANAnATTUYTE LA
o msuwauwnauazmsiuldandayyn
* msAgatfany
* madausasniumevan (Federation)
o msastadnldifesnsaias (SSO)
- Lightweight Directory Access
Protocol (LDAP)
- Open authorization (OAuth)
- Security Assertion Markup
Language (SAML)
* msvhanuszuineiule
* msigat
* msaugumMsidnts
- wuuifeAy

- pnadanTi e Tedieya

- puumunuiii
- mwng
- ANNANANEY
- Afannadintennugagiaan
- gL%ﬁnmﬂﬁEw%rlﬁﬁﬂﬂ?;qm
msmqwauﬁnéé’ﬁtmuumﬂﬁqﬁ'ﬂ
- msldeu
© Biometrics
= ‘llwLﬁummw@uﬁw%rtmul%qﬁﬂitﬁ/uuuﬁ?ﬂﬁ@
0 AdsnAnuilaenda
- 1adg
o Aufignmau (Something you know)
o dwandl (Something you have)
o dwamiily (Something you are)

P

9 anwdiiigruey (SOMewhere you are)
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mMshnmnANNaNysairaciva

DLP

msaauaumsiinduesatne (NAC)
nsmsragauuaznauauas Endpointinisasia
aauua:mauauaumufuga (XDR)

a s a >
ﬂ’l‘i'}tﬂiﬂﬂﬂﬂqﬂﬂ‘i‘iué‘l'ﬂ

ULUIAAUDITHRRIY
- LmeqﬂﬁﬂﬁﬁﬁﬁqmLﬁﬂqﬁmﬁathu
B annenng
0 o ndudau
B msanldn
B nsuueeny
0 ang
- FAAANIIVANIY
- mshifesldsiaeinu
nsannIsMaEdntemNanangldau
- Em“ﬁr‘nuzyﬁm,uuﬁﬁﬁmmmm
- sruuARIUTARIY

P

- %J'ﬂmmﬁji:ummu%mm (Ephemeral)

o}

CompTlA



o nsalmsldnuszuuanlusifuazansla
- msdnasslld
- MIRAATININENT
- Guard rails
- ngunsinANlaensiy
- maaia ticket
- mstnszdUdYE
- madleavidatlanisdinldauuaznisidinfaisnig
- mmeseusieiesnuszuy CI/CD

- msli API

1lszTeni
- lsg@vsnwlseutinnan
- Al dumnsgrudsaiuli
- miﬁwumim@m”iwﬁyugmﬁlﬂummgm
- dFumnaszuulfedinslaanse
- MRHULNILNN TN
- pauausdlinmigi

- ndanuaNisnaaswiingu

AFLNYNANITNNIIADLAUBIFBLNFNIDITIUNNZAN

® NITUIUNT
- MsEENNNg
- NIRRT
- MRt
- mdadinn (Containment)
- maindn (Eradication)
- maffAu

- mIneAunEY

.
® Aayaaan
- fanlnfend
o P
- denuallwaiadis
o e
- AAnUANaH
o . o aem
- denANdaendanianzasszuulfiimnig
- §en IPS/IDS
o
- A8NLATETNE

- dayaiwmn

* nisinausu
* mesnadau
a s -
- nsindeuunuuulfz
- N3ANAaY
° MIAATIEREUNRATILAT

® N1SASINMNABANANNTIGN

m T unasdiayanunzanieativayunisnmagaslulsazaniunisnl

* unaviaya
- nsaunutasing
- neneeusaluds
.
- uaTuein

- NIANALIUWALTR
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w4 e3uNANdATrerTLLER luRuaznnin orchestration lunssneannutaensde

2 a El
® UBAITNANTUIDU 9

A

ANTUTan

Fiunu

Single point of failure
ilnawaiia

Anassalumeatiuayuetitesieiie

LENNAANA

Fdsldiiutiayaitanisdnduas
unanaFu-denenundngau
mslFundaudngu

N9

mafnannmsngw (Preservation)
mskununaiannsetind (E-discovery)
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********* -5.0 nsdpnisuazguaningaulasnisinEmnilaansie

a agilesAtsznaureasnisinduguafituantlasndenilssdnsnan

® WU

* ylauna

Wletnennslnuiisensuls (AUP)
ulainanisineanutasnsitvesdeys
mmﬁimﬁmmqiﬁﬁ@
ﬂ’]i‘ﬁuﬂuﬁ‘iﬁ'ﬂﬂﬁ'\lﬁﬂﬁﬂa
nMImaLaUasAeamANnl
aaamsianngeniue: (SDLC)

nsfanensilAsuunlas

° AT

AU

P
NITALANNITLUNIN

- nefnEANlaeniEnIanIenIn

- msdingvia

dunau

- nsdansnsuaeuudas

- miaﬁﬁlﬁumnﬁﬁuL%LL@:Lﬁ@ﬁaqmmwwﬁmm
- wwsuilawnnisol (Playbook)
danlsRasanmauan

- danivun

- ngMANNg

- QAEIUNTIN

- Jiesiwgine

- szAullsving

= A4

a anunaadAlsznatlun13nNITANNLALI

E
® NIFITYAMNLAEN

o msszfiuanuidas

annzAa (Ad hoc)
Aniudr (Recurring)
afuifien (One time)
seiiies (Continuous)

* MsALAsTIziAfNALRES

AN

@aaunn

ﬁhmm@JmLﬁﬂﬁmmﬁﬁ%m%tﬁﬂm (SLE)
mmmqm@ﬂﬁmmﬁﬂﬁﬁiﬂﬂ (ALE)
fhsnnsiiamanisaliat] (ARO)
Auaziiiu

Tannafazifin

thdafignilaiwe (Exposure factor)

Nangenu

mevimzifisudayannudes
- dunnoukdauidediiy
- Hiludnrese s
- nnuiAudeaegege
AnaAssiinusaniuls
Anadaeiindlaganiy
- wu Expansionary
- wu Conservative
- uuu Neutral
nagnénsdanisanades
- delau
- gaNiy
o meaziu (Exemption)
o meeniiu (Exception)
- yEndn

= UITIM
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szinnlaseairamsinugua
- ARENITNNNILEINT
- AnEnIINNNg
- whenuiguna
- wuusonAnduuyldsaudud
unuIMUAEANNSLIRATaud S IsTILLA DAY
X
- e
o
faauAu
- fuszanana

- Huneseviaua

=l
N9TIENUANNRES
NM5AATIANANSENUNETAA
- nanfjAusruuieeniuld (RTO)
- Bnadeyagounelunaieeniuld (RPO)
42 N T
- svaznaeddus @emeaulinuliurazae

(MTTR)

- szaznadneunndavneusiazais (MTBF)

CompTlA



* msdsndiudliuing
- NINAFALIANZITLIL
- fermunRearudAnElunsmsasey
- ndngaunsnsaaauniely
- medsuiiivdase
- mseniviadlginiu
* msiRandliiEnis
- nsseununegsia (Due diligence)

o e -
- AwdaudiansnatesTamd

¢ sranumsd iRy
- melu
- aneuen
* uafimunnanns il fiRas
- iy
- unasing
o o
- AnudanesieTeides
o
- megaydeluayyn

= NANTENUNNATYRN

o

* msigal
* malu
- MRy
- ANYNITUNIIATIAADL
- msdszidiuaues
® mauan
- danvun
- NIATIRFDL
- nstlsniiiy

- menmasaudgszinaynraiay

5.0 | nmsdamsuazguaninsanlnsanisinmnaniutlasade

dszinndannas

Fannasszaunistinig (SLA)
Tiuindennas (MOA)
Tuinanudnla (MOU)
Fannassiuuuunisliiinie (MSA)
fndansvinan (WO )éduadlunis
fi9u (SOW)
Fomnasmslidlawmeataga (NDA)

Famnasinfaaniniiuginiegsia (BPA)

i} dl

m ajlesdlsznevaesnisdjifnudeninuaduacnlasadaniiss@ngnam

- 2 em
* msAnmansUiEaN

msasumunisgsia (Due diligence/care)
nsigaiazn1siunsy
meluiaznieuen

sruLan R

e anuitludausa

dssiAunieangunng
B figatiwninia
O gepvtlszma

B g1na

a BELNEUITNNUATAN LT AIATBINNINIIAFDLIUATNNTU TN

NTNAFALLANTTESUL

nanIw

@agn

dtlaariu

WLLYTONNTT

LLUUﬁWiﬁU“U’ﬂH@ﬁZUUVfQWNm

Lmuﬁmm%wmwuwdw

wuAlimsufeyaszuy

msaanszion (Reconnaissance)
ERGRTERE]

B uyudagn
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* nspsadaug wLENg
° wuugauMA

* ngmaizve (rules of engagement)

PR
- ¥naecdeya
. .
- frounuuazfiiszanans
- anuflwinaes
_ . L
- madaiuuasimzidoudeys

-
- @nslumsegnan
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m n19as1ANNATEILn lun1sinE A Ndasase Tulsazan un1gnd

¢ s3s (Phishing) o msldmuuniuazmsilnausagld

- ANy -

- manszminiieannumnenenailada -

- mameuauessiaderuignIenuinfesad -

* msmszuunifewnAnssnAnng -
- o

- dAHIAENEY -

- limndn -

- lasla -

ulane/dile
o -
nsfuganunisal

P -
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= o PR A o o | e A Y A a = P o o ,
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Anda

AAA

ACL
AES

AES-256
AH

Al

AIS

ALE

AP
API
APT
ARO

ARP

ASLR

ATT&CK

AUP
AV
BASH
BCP
BGP
BIA
BIOS
BPA
BPDU
BYOD
CA
CAPTCHA

CAR

A

Authentication, Authorization,

and Accounting

Access Control List amsaauaunisidinga)
Advanced Encryption Standard
(mmgﬂumiﬁﬂiﬁwfmga)

Advanced Encryption Standards 256-bit
Authentication Header

Artificial Intelligence

Automated Indicator Sharing
Annualized Loss Expectancy
(ﬂlﬁﬂﬂﬁu@ﬂg@ﬂ‘ﬁ@ﬁ’ﬂﬁﬁ{uﬁﬂﬂ)

Access Point

Application Programming Interface
Advanced Persistent Threat (fanmuuuunnsduge)
Annualized Rate of Occurrence
(@msnafiawanisnlsiatl)

Address Resolution Protocol
(Mi‘l‘,mﬂ@@miﬁ"ﬂmiﬁi‘ﬂumiﬁumﬁ@émLf_lmrﬁaﬁr)

Address Space Layout Randomization
(ma@;‘ulﬁumﬂ\iﬁ”uﬁﬁw)

Adversarial Tactics, Techniques, and
Common Knowledge (unanvlafudnnisuazinvuanuy
VBINAENE MALA LATNITLIUNNS)

Acceptable Use Policy alaunamslinuiinessils)
Antivirus

Bourne Again Shell

Business Continuity Planning

Border Gateway Protocol

Business Impact Analysis

Basic Input/Output System

Business Partnership Agreement

Bridge Protocol Data Unit

Bring Your Own Device @ihainsniresnnsnies)
Certificate Authority (lususesdidnnseiind)
Completely Automated Public Turing Test
to Tell Computers and Humans Apart
Corrective Action Report
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Anda

CASB

CBC
CCMP
CCTV
CERT
CFB
CHAP

CIA
ClO
CIRT
CMS
COOP
COPE

CP
CRC
CRL
CsO
CsP
CSR
CSRF
Csu
CT™M
CTO
CVE
CVSS

CYOD

DAC

DBA
DDoS

DEP

ALAN

Cloud Access Security Broker (liisnnsaaeuuas
1314ANNIANEAUANNLAR ATILUSZTLILARTAA)

Cipher Block Chaining
Counter-Mode/CBC-MAC Protocol
Closed-Circuit Television

Computer Emergency Response Team
Cipher Feedback
Challenge-Handshake

Authentication Protocol
Confidentiality, Integrity, Availability
Chief Information Officer

Computer Incident Response Team
Content Management System
Continuity of Operations Planning
Corporate Owned, Personally Enabled
(manREmdudnaesgnmaifiazuanareliminendlFidenis)
Contingency Planning

Cyclic Redundancy Check

Certificate Revocation List

Chief Security Officer

Cloud Service Provider {l#isnisszuunanas)
Certificate Signing Request @aeaddalususes)
Cross-site Request Forgery

Channel Service Unit

Counter Mode

Chief Technology Officer

Common Vulnerability Enumeration
Common Vulnerability Scoring System
(ixuunwﬁméwﬁuﬁmiﬂd%iﬁ)

Choose Your Own Device
(MsliiminautigunsaldausioninenulnezEndugnionum)
Discretionary Access Control
(mimuammavﬁﬁqLLuuﬁﬁ"@uim)

Database Administrator

Distributed Denial of Service
(mslanflaeyfiasnisliitinag

Data Execution Prevention

(msfesriunisanfiunistieya)
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Ada
DES
DHCP

DHE
DKIM
DLL
DLP
DMARC

DNAT
DNS

DoS
DPO
DRP
DSA
DSL
EAP
ECB
ECC
ECDHE
ECDSA
EDR

EFS
ERP
ESN
ESP
FACL
FDE
FIM
FPGA
FRR
FTP
FTPS
GCM
GDPR

GPG
GPO
GPS
GPU
GRE
HA
HDD
HIDS

A

Digital Encryption Standard

Dynamic Host Configuration Protocol
(WsTmpeafil¥lunsdnnisfisenGodnlusifuaznisdanisdannand)
Diffie-Hellman Ephemeral

DomainKeys Identified Mail

Dynamic Link Library

Data Loss Prevention (mstlesiuiiagagama (DLP))
Domain Message Authentication Reporting
and Conformance

Destination Network Address Translation
Domain Name System (i:uﬁﬁiﬁﬁﬁﬁuﬁmﬁmmﬁm;ﬂ@
m@ﬁﬂimmumu)

Denial of Service

Data Privacy Officer

Disaster Recovery Plan uuumsiusjgsiandaiafnis)
Digital Signature Algorithm @anessuanadusasia)
Digital Subscriber Line

Extensible Authentication Protocol
Electronic Code Book

Elliptic Curve Cryptography

Elliptic Curve Diffie-Hellman Ephemeral
Elliptic Curve Digital Signature Algorithm
Endpoint Detection and Response
(marmaw—:”uLm:mim@u@umm’@ﬁﬁﬂﬂmsﬂﬁnm@ﬂﬁmixu‘u End point)
Encrypted File System

Enterprise Resource Planning

Electronic Serial Number

Encapsulated Security Payload

File System Access Control List

Full Disk Encryption

File Integrity Management

Field Programmable Gate Array

False Rejection Rate

File Transfer Protocol (usinaeantslautinelng)
Secured File Transfer Protocol

Galois Counter Mode

General Data Protection Regulation
(m{]smﬁﬁudﬁﬁfmmiﬁum@ﬁ@g@muuﬂm%iﬂ)

Gnu Privacy Guard

Group Policy Object

Global Positioning System

Graphics Processing Unit

Generic Routing Encapsulation

High Availability

Hard Disk Drive

Host-based Intrusion Detection System

(3xUURTIREUNTYNNULLBIANTEAS)
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Anda

HIPS

HMAC
HOTP
HSM

HTML
HTTP

HTTPS

HVAC
laaS
laC
IAM
ICMP

ICS
IDEA
IDF
IdP
IDS
IEEE

IKE
M
IMAP

loC
loT

IP
IPS
IPSec

IR

IRC
IRP
ISO

ISP
ISSO

KDC
KEK
L2TP
LAN

ALAN

Host-based Intrusion Prevention System
(szuuflasiunisyngnuundaniulaasd)

Hashed Message Authentication Code
HMAC-based One-time Password
Hardware Security Module
(lugannudasaiaaesaninued)

Hypertext Markup Language

Hypertext Transfer Protocol
(IsTnpeanisanaleudeniumanaiis)

Hypertext Transfer Protocol Secure
(simpeanisanalendemnunateNfetnelaansie)

Heating, Ventilation Air Conditioning
Infrastructure as a Service
Infrastructure as Code (lnsainsitugruiflusia)
Identity and Access Management
Internet Control Message Protocol
(inousfidarauprAnLWBneiin)

Industrial Control Systems

International Data Encryption Algorithm
Intermediate Distribution Frame
ldentity Provider

Intrusion Detection System (zuunssadunisyngn)
Institute of Electrical and Electronics
Engineers

Internet Key Exchange

Instant Messaging

Internet Message Access Protocol
(innBidintadiapnuuvdumaesidn)

Indicators of Compromise

Internet of Things (Buwmesifinrasasmis)
Internet Protocol (sinreaumnesidin)
Intrusion Prevention System (szuuasageunisyngn)
Internet Protocol Security (msinsanutasadaues
lUsTnmaadumasiin)

Incident Response

Internet Relay Chat

Incident Response Plan

International Standards Organization
(2sAnszninalszmadnfaanisunsg )

Internet Service Provider ({liznssumesiin)
Information Systems Security Officer
Initialization Vector

Key Distribution Center

Key Encryption Key

Layer 2 Tunneling Protocol

Local Area Network (etetinaiani=i)
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Ada

LDAP

LEAP

Maa$S
MAC

MAC
MAC
MAN
MBR
MD5
MDF
MDM

MFA

MFD
MFP

ML

MMS
MOA
MOU
MPLS
MSA
MSCHAP

MSP
MSSP
MTBF
MTTF
MTTR
MTU
NAC
NAT
NDA
NFC
NGFW
NIDS
NIPS
NIST
NTFS
NTLM
NTP
OAUTH
OCSP
OID

ALAN

Lightweight Directory Access Protocol
(sTnreaililunsiumuazidnfedayaviesatianssing o et
sandasaszulasnnes)

Lightweight Extensible Authentication
Protocol

Monitoring as a Service (msliiiinnmmaany)
Mandatory Access Control
(mamuqumiﬁﬁﬁumuﬁqm”u)

Media Access Control

Message Authentication Code
Metropolitan Area Network

Master Boot Record

Message Digest 5 (madsanuuuandus 5)

Main Distribution Frame

Mobile Device Management (sewsuaidmiiims
Jans wazpauAnglnsninieluesdng

Multifactor Authentication

(nstiusiusnnulng naneilade)

Multifunction Device

Multifunction Printer

Machine Learning

Multimedia Message Service
Memorandum of Agreement aiuiindiannas)
Memorandum of Understanding aiuiinaauiiinla)
Multi-protocol Label Switching

Master Service Agreement @ygnsliiiniman)
Microsoft Challenge Handshake
Authentication Protocol

Managed Service Provider

Managed Security Service Provider

Mean Time Between Failures

Mean Time to Failure

Mean Time to Recover

Maximum Transmission Unit

Network Access Control (nmsmugunisidinfaseding)
Network Address Translation
Non-disclosure Agreement @ennadhidlawmedaya)
Near Field Communication (nsieasTanaszesing)
Next-generation Firewall

Network-based Intrusion Detection System
Network-based Intrusion Prevention System
National Institute of Standards & Technology
New Technology File System

New Technology LAN Manager

Network Time Protocol

Open Authorization

Online Certificate Status Protocol

Object Identifier
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Anda

oS
OSINT
OSPF
oT
OTA
OVAL
P12
p2pP
PaaS
PAC
PAM
PAM
PAP
PAT
PBKDF2
pPBX
PCAP
PCI DSS

PDU
PEAP

PED
PEM
PFS
PGP
PHI
Pl

PIV
PKCS
PKI

POP
POTS
PPP
PPTP
PSK
PTZ
PUP
RA
RA
RACE

RAD
RADIUS

Aha

Operating System @zuulfidnng
Open-source Intelligence

Open Shortest Path First

Operational Technology

Over the Air

Open Vulnerability Assessment Language
PKCS #12

Peer to Peer

Platform as a Service

Proxy Auto Configuration

Privileged Access Management
Pluggable Authentication Modules
Password Authentication Protocol
Port Address Translation
Password-based Key Derivation Function 2
Private Branch Exchange

Packet Capture (nssuusiniin)

Payment Card Industry Data Security
Standard

Power Distribution Unit

Protected Extensible Authentication
Protocol

Personal Electronic Device

Privacy Enhanced Mail

Perfect Forward Secrecy

Pretty Good Privacy

Personal Health Information
Personally Identifiable Information

Personal Identity Verification

Public Key Cryptography Standards

Public Key Infrastructure
(natulaBszuusiauuunmyuasnssne)

Post Office Protocol

Plain Old Telephone Service

Point-to-Point Protocol

Point-to-Point Tunneling Protocol
Pre-shared Key

Pan-tilt-zoom

Potentially Unwanted Program

Recovery Agent

Registration Authority (@wihiifuamzideu)
Research and Development in Advanced
Communications Technologies in Europe (s
Efé"mmzﬁwmﬁﬂumm‘iu‘imiﬂﬂi?ﬁamﬁ{uzgﬂuq‘im)

Rapid Application Development

Remote Authentication Dial-in User Service

Inuiansidansatafigaiararzasinalutdnnsaeild
4 4
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Anga
RAID
RAS
RAT
RBAC
RBAC
RC4
RDP
RFID
RIPEMD

ROI
RPO

RSA
RTBH
RTO
RTOS

RTP
S/MIME

SaaSsS
SAE
SAML

SAN
SAN
SASE
SCADA

SCAP

SCEP
SD-WAN

SDK
SDLC
SDLM

SDN

SE Linux
SED
SEH
SFTP
SHA
SHTTP
SIEM

SIM
SLA
SLE

ALAN

Redundant Array of Inexpensive Disks
Remote Access Server

Remote Access Trojan

Role-based Access Control

Rule-based Access Control

Rivest Cipher version 4

Remote Desktop Protocol (Usinreanariiatlszaying)
Radio Frequency Identifier

RACE Integrity Primitives Evaluation
Message Digest

Return on Investment (nanauunuainnisasm)
Recovery Point Objective
(sztznanguaaiinesifayaidemely)

Rivest, Shamir, & Adleman

Remotely Triggered Black Hole
Recovery Time Objective

Real-time Operating System
(ezuufiifinnsuuuBaalnd)

Real-time Transport Protocol
Secure/Multipurpose Internet Mail
Extensions

Software as a Service

Simultaneous Authentication of Equals
Security Assertions Markup Language
(mmmsrn'a”ﬂLﬁﬂﬁuﬁummﬂmmﬁﬁ)

Storage Area Network (steineiuiidniv)
Subject Alternative Name (ednsesrasiuing
Secure Access Service Edge
Supervisory Control and Data Acquisition
(MeauAnRiuguaLaziivdieya)

Security Content Automation Protocol
(Iwﬂwﬂ@a§m:nmmﬂa@mﬁmf‘j@mﬁm‘ﬂmﬁ)

Simple Certificate Enrollment Protocol
Software-defined Wide Area Network
(m‘é@‘*ﬂwmfmmnﬁwﬁﬁmumimm@wmﬁ)

Software Development Kit

Software Development Lifecycle
Software Development Lifecycle
Methodology

Software-defined Networking
Security-enhanced Linux
Self-encrypting Drives

Structured Exception Handler

Secured File Transfer Protocol

Secure Hashing Algorithm @angidunsuasitlaensit)
Secure Hypertext Transfer Protocol
Security Information and Event Management
(M3dpnnsfieyaiuainnlasnsibuaznisdnnismenisnl)
Subscriber Identity Module
Service-level Agreement

Single Loss Expectancy

(AAugrydefianaiiatiuaiafen)
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Aeia
SMS
SMTP
SMTPS
SNMP
SOAP

SOAR

SoC
SOC

SowW
SPF

SPIM
SQL
SQLi
SRTP
SSD
SSH

SSL

SSO

STIX
SWG
TACACS+

TAXII
TCP/IP

TGT
TKIP
TLS

TOC
TOTP
TOU
TPM
TTP
TSIG
UAT
UAV
UDP
UEFI

UEM

UPS
URI

URL
usB

Adn

Short Message Service

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol Secure
Simple Network Management Protocol
Simple Object Access Protocol
(IﬂiimmmL%ﬁdﬁ@umnﬁﬁ?&gm)

Security Orchestration, Automation,
Response

System on Chip (szunuwil)

Security Operations Center
(quﬂﬁg‘juﬁmifﬁmﬁdmmﬁumﬂmmﬁmzwmrﬂTuI@ﬁmmumﬂ)
Statement of Work

Sender Policy Framework
(BnsmeraaaLAaINEEIEI)

Spam over Internet Messaging
Structured Query Language

SQL Injection

Secure Real-Time Protocol

Solid State Drive

Secure Shell (dstnneadviuirtetneaenfinmeifieantuuan
WelidndsludrenfianesiAtesan)

Secure Sockets Layer @ufenifinagasi)
Single Sign-on (m%ﬁmﬁﬁqmmﬁmm%@ﬁm)
Structured Threat Information eXchange
Secure Web Gateway

Terminal Access Controller Access
Control System

Trusted Automated eXchange

of Indicator Information

Transmission Control Protocol/
Internet Protocol

Ticket Granting Ticket

Temporal Key Integrity Protocol
Transport Layer Security
(Wstnrearutaendeiidinsiadisg)

Time-of-check

Time-based One-time Password
Time-of-use

Trusted Platform Module (‘Eu@muwamw'm?ﬁﬁﬂﬁaiﬁ)
Tactics, Techniques, and Procedures
Transaction Signature

User Acceptance Testing

Unmanned Aerial Vehicle

User Datagram Protocol (luslareamaunsuzedfld)
Unified Extensible Firmware Interface
(m‘qum’@m:mu%‘um%ﬂ‘q’lmmaiﬁtmumﬁu)

Unified Endpoint Management
(i:uumﬁmmmimm?ﬁmmmwﬁmmwmmm’ni)
Uninterruptable Power Supply
Uniform Resource Identifier

Universal Resource Locator

Universal Serial Bus (szuugeat)

CompTlA



o 1 o @ P o @
AEa ALAN ANER ALAN

USB OTG USB On the Go WAP Wireless Access Point

UTM Unified Threat Management WEP Wired Equivalent Privacy
(mﬁmﬁﬁiﬁﬂﬂnmmﬁmm‘mhmﬁ}mtﬁm) WIDS Wireless Intrusion Detection System

UTpP Unshielded Twisted Pair (szuumsaadunisyngnuuyane)

VBA Visual Basic WIPS Wireless Intrusion Prevention System

VDE Virtual Desktop Environment (szunflesriunnsynanuuuéans)

VDI Virtual Desktop Infrastructure WO Work Order
(Iﬂim%qﬁ?@mémmﬂ@uﬁqLm@ﬂ@ﬁ@u) WPA Wi-Fi Protected Access

VLAN Virtual Local Area Network WPS Wi-Fi Protected Setup
(MsuenmsdensaAetanenfiomeiiludon ) WTLS Wireless TLS

VLSM Variable Length Subnet Masking XDR Extended Detection and Response

VM Virtual Machine XML Extensible Markup Language

VolP Voice over IP (M fnaUuuuaensf)

VPC Virtual Private Cloud (aanasfdausiiailew) XOR Exclusive Or

VPN Virtual Private Network XSRF Cross-site Request Forgery

VTC Video Teleconferencing XSS Cross-site Scripting

WAF Web Application Firewall (Wseaduelndinduuwis)
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e uiuidn * Windows OS

o ufiliie e Linux OS

* Juidiines e Kali Linux

o nSaena o gansuainnsduuAnLie
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* @i o bpadlensimeilinuunadiivasuulaundin
* IDS o baafleaunugesiug

e |IPS * fdnnesTatne

* gunsnlnszanedygnnlbane * TAnsaating

o bausuLnailon o iitasiloutlelin

e szuuAa * SIEM

e madintvBumesdn * stiuiinnsiust (Keylogger)
e @iine DNS o gavini MDM

e qunsallOT * VPN

e MnAuaniaunf * 1ims DHCP

o guninlvu e 13m3 DNS
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* NICs * madinleanInuAAaNTTLULAANIA
* unasanglvl * hethuenans/unu) et

¢ GBICs * ghathedan

* SFPs

o dandszinniiiinisdanng
* ginsnlnszanedygulians

* UPS

LAFR9a
o fAmmzidyanu Wi-Fi
o fuuthazatne

e gannmzi NetFlow
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