
Cybrary

Training must be completed within the three-year CE Renewal cycle. The course duration hours are to be used when 

Note: Valid training courses in this document are subject to change without prior notification. Training submitted 
based on prior approval will remain valid. Training submitted after the date on this document must meet this 

Please contact ehinman@cybrary.it if you do not receive a Completion Certificate. 

Training Valid in this document 
is based on the exam objectives:

Activity name to use when 
uploading CEUs into a 
certification record:

CEU Required Documentation 
The certified professional must 
upload a certificate of completion 
into their certification record as 

• A+ 220-1201 and 220-1202
• Network+ N10-009
• Security+ SY0-701
• Linux+ XK0-005
• Cloud+ CV0-004
• PenTest+ PT0-003
• CySA+ CS0-003
• SecurityX CAS-005

Completed a Training Course
Training formats accepted are Classroom-Based, Live 
Online, Private On-Site and Self-paced e-learning.

Completion Certificate
1. Name of training provider
2. Training course title
3. Name of the certified professional
4. Date the training was completed
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
5 Power-Ups for Your Insider Threat 
Program valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
8 Steps to Building a Modern Insider 
Threat Program valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
A+ Core 1: Hardware

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 1: Hardware and Network 
Troubleshooting invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 1: Mobile Devices

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 1: Networking

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 1: Virtualization and Cloud 
Computing invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 2: Operating Systems

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 2: Operational Procedures

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 2: Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
A+ Core 2: Software Troubleshooting

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Access Control and Identity Management

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Access Control Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Acquired Taste

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Active Directory Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Advanced Cyber Threat Intelligence

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Advanced Malware Analysis: Redux

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Advanced Penetration Testing

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Agile Project Management

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AlienVault OSSIM

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Always Prepared: The Keys to Building a 
Skilled Cybersecurity Team invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Analyzing Attacks for Incident Handlers

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Antivirus Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
API Attacks valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
API Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Application Attacks Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Application Layer Protocol for C2 and 
Exfil to Cloud valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Application Layer Protocol: Web 
Protocols valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Application of the MITRE ATT&CK 
Framework valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Application Security Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Application Shimming and Data from 
Local System valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Assembly

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Asset Security Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Asymmetric Cryptography

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Automated Archive and Exfiltration

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Automation with Python and PowerShell

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Autopsy Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CCP: AWS Core Services

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CCP: Billing for AWS

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CCP: Cloud Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CCP: Fundamental Cloud Concepts

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CCP: Getting Started

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CCP: Preparing for the Exam

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CSAA: Design Cost-Optimized 
Architectures valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSAA: Design High-Performing 
Architectures valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSAA: Design Resilient 
Architectures valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSAA: Design Secure Architectures

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSAA: Exam Review

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AWS CSS: Data Protection

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
AWS CSS: Identity and Access 
Management valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSS: Infrastructure Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSS: Management and Security 
Governance valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSS: Preparing for the Exam

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSS: Security Logging and 
Monitoring valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AWS CSS: Threat Detection and Incident 
Response valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AZ-104: Course Introduction

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-104: Deploy and Manage Azure 
Compute Resources invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-104: Implement and Manage Storage

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-104: Implement and Manage Virtual 
Networking invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-104: Manage Azure Identities and 
Governance invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-104: Monitor and Maintain Azure 
Resources invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-104: Preparing for the Exam

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-305: Case Studies

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
AZ-305: Course Introduction

invalid Invalid invalid invalid invalid invalid invalid valid valid Invalid Invalid Invalid
AZ-305: Design Business Continuity 
Solutions valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
AZ-305: Design Data Storage Solutions

valid valid valid valid valid valid valid valid valid Invalid Invalid Invalid
AZ-305: Design Identity, Governance, 
and Monitoring Solutions valid valid valid valid valid valid valid valid valid Invalid Invalid Invalid
AZ-305: Design Infrastructure Solutions

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
AZ-500: Manage Identity and Access

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AZ-500: Manage Security Operations

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AZ-500: Secure Compute, Storage, and 
Databases valid valid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AZ-500: Secure Networking

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
AZ-900: Describe Azure Architecture and 
Services invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-900: Describe Azure Management and 
Governance invalid valid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-900: Describe Cloud Concepts

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
AZ-900: Preparing for the Certification

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Azure ARM

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Azure Functions

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Azure Policies

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Azure Storage Accounts

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
BASH Scripting Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Basic Threat Modeling

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Building a Modern Insider Threat Program

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Building an InfoSec Lab

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Burp Suite Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Bypassing Web Application Firewalls

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
California Consumer Privacy Act (CCPA)

invalid valid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Careers in Cybersecurity

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CASP+: About the Exam and Certification

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CASP+: Governance, Risk, and 
Compliance valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CASP+: Security Architecture

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CASP+: Security Engineering and 
Cryptography valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CASP+: Security Operations

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CCNA: Automation and Programmability

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CCNA: IP Connectivity

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CCNA: IP Services

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CCNA: Network Access

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
CCNA: Network Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CCNA: Security Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CCSP: Domain 1 - Cloud Concepts, 
Architecture and Design valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CCSP: Domain 2 - Cloud Data Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CCSP: Domain 3 - Cloud Platform and 
Infrastructure Security valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CCSP: Domain 4 - Cloud Application 
Security valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CCSP: Domain 5 - Cloud Security 
Operations valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CCSP: Domain 6 - Legal, Risk and 
Compliance valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CCSP: Practice Quiz

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Certificate of Cloud Security Knowledge 
(CCSK) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Charting the Right Cybersecurity Career 
Paths for Your Team invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Cloud Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: CloudGuard 
Posture Management invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: CloudGuard 
Workload Protection invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Harmony 
Endpoint Security invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Harmony Mobile

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Check Point Jump Start: Maestro 
Hyperscale Network Security invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Multi-Domain 
Security Management invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Product 
Deployment invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Quantum 
Management invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: Quantum Spark 
Network Security invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Check Point Jump Start: SMB Appliance 
Network Security valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Chief Information Security Officer (CISO)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 1: Inventory 
and Control of Enterprise Assets (v8)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 10: Malware 
Defenses (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 11: Data 
Recovery (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 12: Network 
Infrastructure Management (v8)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 13: Network 
Monitoring and Defense (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 14: Security 
Awareness and Skills Training (v8)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 15: Service 
Provider Management (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 16: 
Application Software Security (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
CIS Critical Security Control 17: Incident 
Response Management (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 18: 
Penetration Testing (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 2: Inventory 
and Control of Software Assets (v8)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 3: Data 
Protection (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 4: Secure 
Configuration of Enterprise Assets and 
Software (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 5: Account 
Management (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 6: Access 
Control Management (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 7: 
Continuous Vulnerability Management 
(v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 8: Audit Log 
Management (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CIS Critical Security Control 9: Email and 
Web Browser Protections (v8) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISA: Governance and Management of 
Information Technology valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISA: Information Asset Security and 
Control valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISA: Information Systems Acquisition, 
Development and Implementations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CISA: Information Systems Auditing 
Process invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
CISA: Information Systems Operations 
and Business Resilience invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CISM: Incident Management

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISM: Information Security Governance

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISM: Information Security Program

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISM: Information Security Risk 
Management valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Business

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Compliance

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Discretion

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Finance & 
Administration valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Innovation

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Leadership

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Productivity

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Public Speaking

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Risk

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Competency - Security

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISO Competency - Technology

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
CISO Competency - Threats

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISO Security Controls: Data Controls

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISO Security Controls: Endpoint 
Controls valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CISO Security Controls: Enterprise 
Controls valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISO Security Controls: Governance 
Controls valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISO Security Controls: Industry Controls

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISO Security Controls: Network 
Controls valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 1: Information Security 
and Risk Management valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 2: Asset Security

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 3: Security Architecture 
and Engineering valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 4: Communication and 
Network Security valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 5: Identity and Access 
Management valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 6: Security Assessment 
and Testing valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 7: Security Operations

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CISSP | Domain 8: Application Security

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Cloud Architecture Foundations

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Cloud Governance Principles

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CMMC 2.0

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
COBIT Foundations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Command and Scripting Interpreter: 
Windows Command Shell valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Command Line Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Comprehensive Guide to General Data 
Protection Regulation (GDPR) invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Compromise Software Supply Chain

valid Invalid invalid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CompTIA Project+ (PK0-004)

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Corporate Cybersecurity Management

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Creating Effective User Awareness 
Training invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CRISC: Corporate IT Governance

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CRISC: Information Technology & 
Security valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CRISC: Intro to Information Security and 
Risk Management valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CRISC: IT Risk Assessment

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CRISC: Risk Response & Reporting

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cryptographic Hash Functions

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Cryptography Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
CVE Series: â€œLeaky Vesselsâ€• 
Container Breakout (CVE-2024-21626)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: aiohttp Directory Traversal 
Vulnerability (CVE-2024-23334)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Apache HTTPD (CVE-2021-
42013) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Apache HugeGraph Server 
Gremlin Query Language RCE (CVE-2024-
27348) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Apache Spark (CVE-2022-
33891) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Atlassian Bitbucket 
Command Injection (CVE-2022-36804)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Authentication Bypass in 
Apache Superset (CVE-2023-27524) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Authentication Bypass 
Leading to Remote Code Execution (RCE) 
in JetBrains TeamCity (CVE-2024-27198)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Confluence Authentication 
Vulnerability (CVE-2023-22515)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Confluence RCE (CVE-2022-
26134) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: CouchDB RCE (CVE-2022-
24706) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Dirty Pipe (CVE-2022-0847)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
CVE Series: Django (CVE-2022-34265)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Follina (CVE-2022-30190)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Ghostcat (CVE-2020-1938)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Grafana Directory Traversal 
(CVE-2021-43798) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: HiveNightmare (CVE-2021-
36934) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: InstallerFileTakeOver (CVE-
2021-41379) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Jenkins Arbitrary File Leak 
Vulnerability (CVE-2024-23897) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Log4J (CVE-2021-44228)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: MSHTML Vulnerability (CVE-
2021-40444) valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
CVE Series: Openfire (CVE-2023-32315)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Polkit (CVE-2021-4034)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: PrintNightmare (CVE-2021-
1675 and CVE-2021-34527) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Redis (CVE-2022-0543)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: Spring4Shell (CVE-2022-
22965) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CVE Series: VFS escape in CrushFTP 
(CVE-2024-4040) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cyber Kill Chains

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Cyber Network Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Analyzing Log 
Data valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Computing 
and Network Attacks valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Cybersecurity 
Incident Investigation valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Cybersecurity 
Incident Response valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Cybersecurity 
Intelligence Collection valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Identify 
Cybersecurity Risk valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Network and 
Asset Analysis valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: 
Organizational Security Posture valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: Post-Attack 
Techniques valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: 
Reconnaissance Threats valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersec First Responder: The Threat 
Landscape valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybersecurity Audit Overview

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Cybersecurity Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Cybersecurity Kill Chainâ„¢

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Cybrary Orientation

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
CySA+: Incident Response and 
Management valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CySA+: Reporting and Communication

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CySA+: Security Operations

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
CySA+: Vulnerability Management

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Data Backup and Recovery Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Data Classification

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Data Loss Prevention

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Data Masking

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Data Security Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Database Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Defensive Security and Cyber Risk

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Defensive Security Operations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Deleted Content Recovery

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Deploying and Configuring Firewalls

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Deserialization Attacks

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Developing Effective Certification 
Preparation Strategies invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Developing Ethical Hacking Tools with 
Python valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Developing Teams to Meet Modern 
Security Challenges invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
DevSecOps

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
DFIR Investigations and Witness 
Testimony valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
DFIR Operator Series: Windows 
Forensics 101 valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Digital Forensics Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Disable Windows Event Log and 
Timestomp valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
DNSTwist Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Domain Authentication in Windows

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Dynamic Code Analysis

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
EDR Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
End User Cyber Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
End User Email Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
End User Mobile Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
End User Physical Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
End User VPN Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Endpoint Security Fundamentals

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Enhancing Your Teamâ€™s Certification 
Preparation Process invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Project Management

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Case Management

invalid Invalid invalid invalid invalid invalid valid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: Conflict 
Resolution for Cyber Leaders invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: Creating 
a World Class Security Operations 
Center (SOC) invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: 
Designing Enterprise for Multi-Cloud invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: Learning 
Methods for Cyber Leaders invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: 
Managing Virtual Teams invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: 
Measurement & Metrics for Cybersecurity

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: 
Negotiation Skills for Cyber Leaders invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: 
Protection By Design invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: Security 
Management AMA invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Enterprise Security Leadership: Selling 
and Marketing Cybersecurity Products

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Enterprise Security Leadership: Team 
Dynamics for Cyber Leaders invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Enterprise Security Leadership: 
Understanding Supply Chain Security invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Entry-Level Cybersecurity Training

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Cloud Computing

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Cryptography

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Introduction to Ethical 
Hacking valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Mobile Platform, IoT, 
and OT Hacking valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Network and Perimeter 
Hacking valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Reconnaissance 
Techniques valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: System Hacking Phases 
and Attack Techniques valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Web Application 
Hacking valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ethical Hacking: Wireless Network 
Hacking valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Evading Microsoft Defender

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Evasion Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Everyday Digital Forensics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Evidence Acquisition

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Examining Email Usage
valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Examining File Operations

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Examining Web Browser Usage

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Execution in Windows

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Executive RMF

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Executive Vulnerability Management

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Exfiltration Over Alternative Protocol: 
Asymmetric Encrypted Non-C2 Protocol

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Exfiltration Over C2 Channel

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Exfiltration to Cloud Storage

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Exploit Public-Facing Application

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
File Integrity Monitoring

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
File Systems

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Firewall Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Foundations of Physical PenTesting

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Foundations of Virtualization

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Fundamentals of Cybersecurity 
Architecture invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Fundamentals of Risk Policies and 
Security Controls valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Fundamentals of Terraform

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Getting Started with ELK Stack: Beats 
and Endpoint Agents valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Getting Started with ELK Stack: Overview

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Getting Started with ELK Stack: Queries

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Group Policy Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Guide to the Tor Browser

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
HCISPP

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Host Detection Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
How to Use binwalk (BSWJ)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
How to Use CherryTree (BSWR)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
How to Use Nikto (BSWR)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
How to Use Ophcrack (BSWR)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
How to Use SQLMap (BSWR)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
How to Use TOR (BSWJ)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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How to Use Unicornscan (BSWR)
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Hyper-V
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
ICS/SCADA Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Identifying Ingress and Egress Rules

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Identifying Web Attacks Through Logs

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
IDS Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Implementing a HIPAA Compliance 
Program invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Implementing an Incident Response Plan

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Implementing Guard Rails for AI

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Incident Handling Fundamentals

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Incident Response and Advanced 
Forensics valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Incident Response Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Incident Response by Sensato

valid Invalid valid valid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Incident Response Lifecycle

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Incident Response Planning

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Incident Response Recovery

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Incident Response Steps
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Information Systems Security 
Engineering Professional (ISSEP) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Infrastructure and Operations Security 
Basics valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Infrastructure Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Ingress Tool Transfer

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Injection Attacks

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Insider Threats

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Intermediate Data Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intermediate Endpoint Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intermediate Printing Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intermediate Python

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Intermediate Python for Cybersecurity 
Professionals valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intermediate SQL valid valid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intro to AWS

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intro to Burp Suite Pro

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Intro to Cyber Threat Intelligence

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Intro to Docker
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Intro to Python
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Introduction to AI Technology
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Introduction to IT Security Policy

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Introduction to Java

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Introduction to Security Orchestration, 
Automation, and Response (SOAR)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Introduction to Splunk

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Introduction to SQL

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Introduction to Test Prep for SSCP

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Introduction to Vagrant

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
IoT Product Security

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
IoT Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
IP Addressing Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
ISO 27001:2022 - Information Security 
Management Systems valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
IT Fundamentals: Basic IT Literacy

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
IT Fundamentals: Hardware

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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IT Fundamentals: Networking
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

IT Fundamentals: Operating Systems
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

IT Fundamentals: Security
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Kali Linux Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Kerberoasting and Domain Accounts

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Lateral Movement: Remote Desktop 
Protocol (RDP) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Lateral Movement: Windows Remote 
Management valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Learn Cisco Networking Fundamentals

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Linux CLI Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Linux File System Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Linux Fundamentals for Security 
Practitioners invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Linux Hardening

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Linux+: Scripting, Containers, and 
Automation valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Linux+: Security

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Linux+: System Management

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Linux+: Troubleshooting

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Local Account Discovery, Creation, and 
Manipulation valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Local Authentication in Windows

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Local Host Enumeration

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Log Analysis Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Lunch and Learn: Mitre Att&ck 
Framework invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Malware Analysis Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Match Legitimate Name or Location and 
Data Encrypted for Impact valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Memory Acquisition and Examination

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Memory Forensics Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Metasploit Basics

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Microsoft Sentinel

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Monitoring Network Traffic with SIEM

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
MS-900: Core Microsoft 365 Services 
and Concepts invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
MS-900: Microsoft 365 Pricing and 
Support invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
MS-900: Security, Compliance, Privacy, 
and Trust invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
MS-900: Understanding Cloud Concepts

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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Network Attacks Basics
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Network Basics
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Network Detection Basics
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Network Device Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network Observables

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network Reconnaissance

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Network Reference Models

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network Sniffing

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Network Troubleshooting Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network+: Network Implementations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network+: Network Operations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network+: Network Security

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network+: Network Troubleshooting

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Network+: Networking Fundamentals

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Next-Gen Firewalls

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
NIST 800-171 Controlled Unclassified 
Information valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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NIST 800-53r5: Introduction to Security 
and Privacy Controls invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
NIST Privacy Framework

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Nmap Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Non-Standard Port

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Offensive Penetration Testing

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Offensive Security Operations

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Optimize Onboarding: Driving New Hire 
Success invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
OSINT

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - 2021

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A01:2021 - Broken 
Access Control valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A02:2021 - 
Cryptographic Failures valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A03:2021 - Injection

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A04:2017 - XML External 
Entities valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A04:2021 - Insecure 
Design valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A05:2021 - Security 
Misconfiguration valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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OWASP Top 10 - A06:2021 - Vulnerable 
and Outdated Components

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A07:2021 - 
Identification and Authentication Failures

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A08:2021 - Software and 
Data Integrity Failures valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
OWASP Top 10 - A09:2021 - Security 
Logging and Monitoring Failures valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP Top 10 - A10:2021 - Server-Side 
Request Forgery (SSRF) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
OWASP ZAP Tool (BSWR)

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Password Cracking

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Password Spraying and Credential 
Stuffing valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Patching Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Payment Card Industry Data Security 
Standard (PCI DSS): Practitioner Course

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Payment Card Industry Data Security 
Standard (PCI DSS): Primer Course valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
PCI DSS: Payment Card Industry Data 
Security Standard valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Penetration Testing Execution Standard 
(PTES) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
PenTest+: Attacks and Exploits

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary July 2025 | Page 30 / 37
Copyright (c) 2023 CompTIA Properties, LLC. All Rights Reserved



PenTest+: Information Gathering and 
Vulnerability Scanning valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
PenTest+: Planning and Scoping

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
PenTest+: Reporting and Communication

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
PenTest+: Tools and Code Analysis

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Persistence in Windows

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX

Persistence via Windows Services
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Phishing
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Policy Issues in AI Security
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

PowerShell Basics
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

PowerShell for Security Professionals
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Practical Threat Modeling
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Preparing for the SSCP Exam
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Preventing Data Breaches with A1Logic
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Privacy Program Management
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Privileged Access Management
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Protocol Tunneling
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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Python Basics
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Python for Cybersecurity Professionals
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Ransomware with Recovery Disruption
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Reconnaissance and Enumeration Basics
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Red Team Operator Series: Leading 
Operations (RTXO 102) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Red Team Operator Series: Leading 
Teams (RTXO 103) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Red Team Operator Series: Operations 
Overview (RTXO 100) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Red Team Operator Series: Operations 
Planning (RTXO 101) valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Regex

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Remote System Discovery and Remote 
Desktop Protocol valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Replication Through Removable Media

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Risk Management and Information 
Systems Control valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SC-100 Microsoft Cybersecurity Architect

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
SC-200 Microsoft Security Operations 
Analyst valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
SC-300 Microsoft Identity and Access 
Administrator valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary July 2025 | Page 32 / 37
Copyright (c) 2023 CompTIA Properties, LLC. All Rights Reserved



SC-400: Administering Information 
Protection and Compliance in Microsoft 
365 valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Search Open Technical Databases: Scan 
Databases valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Secure Coding

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Secure Coding Best Practices

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Secure Coding Fundamentals

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Secure Data Storage and Transmission

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX

Secure Development, Programming, and 
Coding with Veracode invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Secure Network Architecture

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Security Engineering and Cyber Risk

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Security Onion

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Security Ticketing

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Security+: General Security Concepts

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Security+: Security Architecture

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Security+: Security Operations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Security+: Security Program 
Management and Oversight invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Security+: Threats, Vulnerabilities, and 
Mitigations invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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SIEM Basics
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

SIEM Dashboards
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

SIEM Detection and Alerting
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

SIEM Search Expressions
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

SOAR
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Social Engineering Basics
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
SolarWinds Hands-On Course

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Spearphishing Attachment and 
PowerShell valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Spearphishing with a Link

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Spearphishing with an Attachment

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Splunk Enterprise Certified Administrator

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSCP | Domain 1: Security Concepts and 
Practices valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSCP | Domain 2: Access Controls

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSCP | Domain 3: Risk Identification, 
Monitoring, and Analysis valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSCP | Domain 4: Incident Response 
and Recovery valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSCP | Domain 5: Cryptography

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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SSCP | Domain 6: Network and 
Communications Security valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSCP | Domain 7: Systems and 
Application Security valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSH Authorized Keys

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
SSRF Attacks

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Static Code Analysis

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Student Data Privacy Governance

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Symmetric Cryptography

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
System Binary Proxy Execution and a 
Spearphish Payload valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
System Binary Proxy Execution: Msiexec

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
System Binary Proxy Execution: Rundll32

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
System Hardening

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Threat Hunting with Windows Event 
Forwarding invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Threat Modeling

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Tunneling and Pivoting

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Understanding AI-Related Threats

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Unsecured Credentials and Domain 
Accounts valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
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US Information Privacy
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Using LOLbins for Tool Downloads
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Valid Accounts: Local Accounts
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Vault Fundamentals
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Virtualization and Operating Systems 
Fundamentals valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Virtualization Management

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Virtualization Security Administration

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
VMware Foundations

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
VPN Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Vulnerability Scanner Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Web Activity Logs

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Web Application Penetration Testing

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Windows CLI Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Windows Event Logs

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
Windows Execution Artifacts (Part 1)

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
Windows Execution Artifacts (Part 2)

valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid
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Windows File System Basics
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Windows Local User Accounts
valid Invalid valid valid valid valid valid valid valid Invalid Invalid Invalid

Windows Registry Analysis
valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid

Windows Services
invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Wireless Network Fundamentals for 
Security Practitioners valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Wireshark Basics

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid

Cybrary Courses A+ Data+ DataSys+ Network+ Security+ Linux+ Cloud+ PenTest+ CySA+ DataX CloudNetX SecurityX
Zero Trust Architecture

valid Invalid valid valid valid valid valid Invalid Invalid Invalid Invalid Invalid
Zero Trust Networks

invalid Invalid invalid invalid invalid invalid invalid Invalid Invalid Invalid Invalid Invalid
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